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UNGDUNGTRITUENHANTAO
TRONG PHAT HIEN GIAN LAN TAI CHiNH

DANG ANH TUAN

Gian lan tai chinh gdy ton hai nghiém trong dén su lanh manh thi truéng tai chinh cia mét quéc gia va
niém tin cia cdc nha dau tu. Nhiéu nghién citu duoc thuc hién nhdm phan loai gian Idn, xdc dinh hanh

vi va ddu hiéu gian ldn d@é c6 cdc bién phdp phong chéng, phdt hién va xir Iy kip théi gian Idn bdo cdo tai
chinh. Bai viét nay gidi thiéu mt s6 cong nghé Tri tué nhdn tao dang duoc img dung trong viéc phdt hién
gian Idn bdo cdo tai chinh. Trong d, chién lugc tiép can nhiéu Igp nham sang loc truong hap gian Idn ban
ddu dura trén phan tich dit liéu va diéu tra sau hon @€ phdt hién gian lan tinh vi dang duocxem la nguyén
tdc chi dao dé iing dung cdc kyf thudt Tri tué nhdn tao. Bén canh dé, viéc van dung cdc céng nghé nay can
duoc phan logi dua trén cdc ky thudt gidm sdt nhdm ngan ngira gian lan xdy ra va ky thuat khdng gidm
sdt nhdm phdt hién kip théi gian Ian duocxem la chién lugc phdt hién gian lan hitu hiéu nhdt trong viéc

dp dung Tri tué nhdn tao trong gian doan hién nay.

Tir khda: Tri tué nhdn tao, gian Idn tai chinh, bdo cdo tai chinh
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/APPI.ICATION OF Al IN DETECTING FINANCIAL FRAUDS
Dang Anh Tuan

Financial fraud poses serious damage to the health of a
country’s financial market and the trust among investors.
Numerous studies have been conducted to classify fraud,
identify behaviors and signs of fraud, and implement
preventive measures, detection, and timely handling of
financial reporting fraud. This article introduces some
Artificial Intelligence (Al) technologies being applied
in detecting financial reporting fraud. Among these,
the strategy of multi-layered approaches to screen
initial fraud cases based on data analysis and deeper
investigation to detect sophisticated fraud is considered
the leading principle for applying Al techniques.
Additionally, the application of these Al technologies
needs to be categorized based on supervised techniques
to prevent fraud and unsupervised techniques to timely
detect fraud, which is considered the most effective fraud
detection strategy in the current era of Al application in
fraud detection.
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A

Gigi thiéu

Gian lan tai chinh gay ra nhitng ton that cho

nén kinh té& cua cac chinh phu, t6 chirc, khu vuc
doanh nghiép hay tham chi la cac cd nhan. N6
duoc dinh nghia 1a mét hanh vi sai trai hoac bat
hop phap, mang lai loi ich cho cd nhan hoéc té
chitc theo nhitng cach phi dao ditc va bat hop
phap (Barman va cdng su, 2016). Diéu tra do Price
Waterhouse Coopers cho thdy 30% cong ty ma ho
khao sat da tirng la nan nhan cua ltra dao. Hon
nita, 80% hanh vi gian 1an ctia ho dugc thyc hiér
trong pham vi cdp cong ty, ddc biét la trong cac
linh vic hanh chinh, chzfmg han nhu ké toan, ban
hang va & cac cdp quan ly (Shaikh va Nazir, 2020).
Nhitng tién bd trong cong nghé da dan dén sy gia
tdng gian lan tai chinh.

Cac phuong phap phat hién gian lan dya trén
cach tiép can truyén thong khong con hiéu qua va
déng tin cdy do gian lan la van dé phitc tap (West va
Bhattacharya, 2016). Hon nira, viéc ty dong hoa
kiém toan cung voi ing dung cac phan mém nhu
phan tich thong ké, khai pha dit liéu hodc nghién
ctru hanh vi cling chwa phai la giai phap hiru hiéu dé
c6 thé phat hién kip thoi gian lan (Dimitrijevi¢ va
Kalini¢, 2017). Gan day, tri tué nhan tao (AI) véi hoc
mdy, phén tich dit liéu 16n, phén tich ngén ngix ty
nhién, va cac phuong phap khai pha dit liéu dwoc
két hop giup tdng kha nang phat hién gian lan.
Phuong phép ti€p can quy trinh nhiéu 16p c6 the
dugc str dung d€ phat hién gian 1an. Lép dau tién sir
dung khai thac di liéu d€ phat hién va loc ra hiéu
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qua cac trudng hop gian lan 16 rang. Lop thit hai sir
dung ky thuat kiém toan truyén thdng dé phat hién
trudong hop gian 1an tinh vi hon dugc sang loc tir
budc thir nhat.

Bai viét nay nham hé thdng hod mét s hinh
thitc va md hinh gian lan ciing nhu Gng dung Al
trong thiét k& chién lugc d€ phat trién gian lan bao
cao tai chinh d6i vdi nghé nghiép kiém toan. Ngoai
ra, gioi thiéu chién lugc phat hién gian lan cua
Naqvi (2020) dya trén mé hinh ctia Vign Tri tué
nhan tao Hoa Ky.

Tong quan ly thuyét

Gianlan

Gian lan xay ra khi ¢ y trinh bay sai su that va
gy thiét hai cho ca nhan hodc t6 chirc khéc. Hiép
hoi cac nha Diéu tra Gian lan (ACFE) da phan loai
gian 1an cong ty thanh hai loai: ngi by va bén ngoai.
Gian 1an ndi bd, con dugce goi la gian 1an nghé
nghiép, dugc ACFE dinh nghia la “viéc st dung vi
tri nghé nghiép dé lam giau cho ca nhan théng qua
viéc ¢d tinh lam dung hodc chiém dung cac nguon
luc hodc tai san ctia cong ty”. Gian lan ngi bd duoc
thuc hién boi cac nha quan ly, nhan vién, chu so
hitu hodc thanh vién hdi dong quan tri cua
mQt cong ty.

Nguoc lai, gian 1an bén ngoai dugc thuc hién boi
cac bén khong thugc cong ty, vi du nhu khach hang,
nha cung cap, d6i tac. Gian 1an ndi by gom ba linh
vuc: tham nhiing, bién thu tai san va gian 1an bao
cao tai chinh. Do gian lan c6 thé xay ra ¢ bat ky thoi
diém nao va ¢ bat cir dau trong mét t6 chirc nhu cap
d¢ nhan vién, cap d¢ hoi dong quan tri hodc trén
toan chudi gia tri thong qua su hop tac giita cac ddi
tac va tham chi ca ddi thu canh tranh nén phat hién
gian 1an ludn la mgt trong nhitng cong viéc phic
tap nhat.

Tri tué nhdn tao

Thuéat ngix Tri tué nhan tao (AI) bao gém cac
cong nghé, trong d6 mady méc bat chudc tri théng
minh ctia con nguoi dé giai quyét cac van dé phie
tap. Theo Bai (2017), cong nghé Al c6 thé mang lai
su d6i mdi trong viéc phat hién gian 1an viné c6 thé
str dung mé phong thong minh dé bién déi tri tué
ctia con ngudi theo cach ma mdy méc bt chudc.
Bén canh dd, cac cong cu khéc cé chirc nang tuong
tu bao gom Robot tu dong hod thong minh (RPA),
thuat toan hoc mdy, hé thong chuyén gia, va khai
pha dit liéu cling nhiéu cdng cu khéc (Law va Shen,
2020), Hinh 1.

60

p’ : m HIN coNG curAFUNG

Nguén: Law & Shen (2020)
M6 hinh phat hién gian lan
thong qua cong nghé Al

Tiép cén dya trén cac md hinh gian lan, Al da
dugc st dung d€ phong chdng gian lan bang cach
xay dung nang luc phit hop véi cdc moé hinh gian
1an trong thuc t€. Hang loat cac ky thuat phan tich,
khai pha di liéu ap dung céng nghé Al duoc st
dung nhu (i) Phan tich cum (clustering techniques)
dugc dé xudt boi Bolton & Hand (2002) stt dung ky
thuat phan thanh cac nhém gian lan hoac khong, (ii)
Phat hién ngoai lai (outlier detection) thuc hién
thong qua phan tich dix liéu d€ phat hién dugc céac
dix liéu ca biét, bat thuong, (iii) Phan tich hoi quy
logit dugc dé xudt boi Berkson (1944) D€ phat hién
mdi quan hé nhan qua, (iv) Phéan loai theo cay quyét
dinh, (v) Phuong phap Bayesian (Bayesian Network)
dugc ng dung dé€ phan 16p dwa trén xéac suat c6
diéu kién.

Gan day, mot nhom nha nghién ctru khac ciing
thyre hién mgt cugce khao sat rong rai cac cong nghé
dugc tng dung d€ phat hién gian lan (West va
Bhattacharya, 2016). Cugc khao sat sau rong cua ho
cho thdy, c6 nhiéu phuong phip dugc sit dung
trong tir dong hoa théng minh d€ phat hién gian 1an
nhu mang ludi than kinh, mdy vecto hd trg, cay
quyét dinh, thuét toan, khai thac quy trinh, hé théng
mién dich nhan tao va cac phuong phép két hop-
M3t s khéc ti€p can phuong phép phét hién gian
lan dya trén céc k§ thuat hoc méay gom cé giam sat,
khong glam sat va ban gidm sat. Ho ciing dua ra cac
vi du vé nhu'ng théch thitc trong thyc hién mot S0
gidi phép va ky thuat giai quyét nhitng van dé do
(Abdallah va cdng s, 2016).

Vién Tri tué nhén tao Hoa Ky da phat trién mot
md hinh phét hién gian lan dugc goi la STOPSCAM
M35 hinh nay mé réng dyra trén mé hinh theo mién
cu thé va cac yéu t6 gian lan dé phat trién phan loai
gian lan rong rai theo cac linh vuc nang luc hodc



may do tap trung vao viéc xay dung va trién khai
cac kha ning thong minh. STOPSCAM la tir viét tat
cta Chién lugc, Giao dich, Hoat dgng, Quy trinh,
Tuyén bg, Van hda, Thai dd va M6 hinh.

Chién lugc

Céng cu chién lugc nay dugc ing dung nham
phan tich chién lugc ctia cdng ty, qua d6 ndm bat cac
tin hiéu vé nhirng thay déi dang ké hoac sy kién tri
trong chién lugc cua cong ty. Sy thay déi dot ngot
trong chién lugc hodc mién cudng thay doéi chién
lugc trong truong hop chién lugc dé khong hiéu qua
hodc su trdi day ctia d6i thu canh tranh mdi, thay déi
cong nghé, rui ro pha san va cac khai niém chién lugc
khac déu dugc nam bt va phan tich. Phan tich chién
lugc tur dong dugc thuc hién tir viéc phan tich cac bao
cao phan tich, thong cdo bdo chi ciia cong ty ciing
nhu cdc tin tire va y kién khac vé mot cong ty.

Giao dich

Phan tich cap do giao dich dat duoc bang cach
trién khai cac hé thdng quét dix liéu chi tiét cap do
giao dich. Vi du: cac muc nhat ky, hoa don, hd trg
kiém tra tai liéu va cac ing dung céng nghé tuwong
tu khac trong kiém toan tu dong tao thanh co s& cho
kiém toan lién tuc ¢ cdp dd giao dich vdi trong tam
10 rang la phat hién diém bat thuong tap trung vao
gian lan. Muc tiéu chinh trong phan tich giao dich la
phat hién su bat thuong.

Hoat dong

Panh gia gian lan ¢ cap d¢ hoat dong duoc thuc
hién bé"mg cach danh gid su ton tai ciia cac hoat dong
clia mot cong ty va bao gom ca chudi gia tri ctia
cong ty theo ca hai hudng. Diéu nay cé nghia la bao

gom cac nha cung cip, ddi tac va khach hang dé

phéan tich kha ndng gian lan. Trong nhiéu truong
hop, s tuwong tac hodc co cdu giira cac d6i tac, cong
ty con, khach hang va nha cung cip cho thay sy hién
dién ctia gian lan.

Quy trinh

Viéc danh gia gian lan 1y quy trinh lam trung
tdm tap trung vao viéc tim hiéu cac quy trinh bat
thuong. Ung dung nay c6 thé dua trén cac mau giao
dich hodc nhitng ngudi truy cap hé thong mot cach
bét thuong hodc thoi gian truy cidp hé thong dang
ngo. Cac cong nghé khai thac quy trinh va hoc may
duoc sir dung d€ danh gia quy trinh.

Céng bé théng tin

Phan tich bdo cdo dugc cong bd cong khai dé xac
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dinh su hién dién cta gian lan. Diéu nay cé thé dua

trén viéc phan tich van ban hodc dir liéu phi cau tric

khac tir bao cao thuong nién hodc phan tich ty sd tai

chinh hodc béng cach phan tich cac thudc do phi tai

chinh ctia céng ty, chang han nhu quan tri thu nhap.
Van hod

Phan tich tw dong ¢ cap do t6 chirc tap trung vao
viéc tim hiéu van hda, quan ly, théng qua phan tich
cac bao cao, mang xa héi hodc cau tric, co ché lam
viéc ciia hdi dong quan tri. Ching cung cdp thong
tin vé gian lan tiém an. Vi dy, téng giam ddc diéu
hanh c6 ca tinh manh mé, chuyén quyén cung véi
mét hoi dong quan tri phuc tung cé thé tao ra mét
moi truong thuan 1gi cho gian lan.

Thdi @6

Thai d6 la sir phan tich hanh vi cia d¢i ngi quan
ly va cac thanh vién héi dong quan tri. Stir dung hinh
anh, video, vin ban hoéc két hgp cac dit liéu c6 san,
tw dong hda thong minh duoc str dung dé tao ho so
ca nhan va mang xa héi. Mang xa hoi ¢6 thé ton tai
bén trong hoac bén ngoai cong ty. Chiing c6 thé ton
tai gitta cac thanh vién trong nhém quan ly hoac
thanh vién hoi dong quan tri va mét s giam ddc
diéu hanh nhét dinh. Ching dugc hinh thanh boi
nhirng loi ich chung va xét vé dong luc cdu truc, cac
mo hinh anh hudng c6 thé hoan toan khac so véi mé
hinh thé hién trén biéu do6 td chitc ciia cong ty. Hiéu
duoc nhitng md hinh dé c6 thé lam sang to cach
thirc gian lan.

Mo hinh kinh doanh

Mo hinh kinh doanh cia m§t cong ty la trung
tdm cua cac chién lugc va quy trinh cua cong ty.
Nhitng thay d6i trong mé hinh kinh doanh c6 thé
bédo hiéu mét s6 diéu — bao gém ca viéc mo ra co héi
cho gian lan. Cac c6ng nghé dugc sir dung dé€ phan
tich m6 hinh kinh doanh bao gém ldp ban d6 quy

HINHI2: U'NGJDUNG MAY{HOGPHATHIEN GIANLAN
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Ngudn: Fernandes (2023)
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trinh kinh doanh bang cach st dung may hoc
(Evermann va cong sy, 2017).

Mo hinh va ky thuat Al phat hién gian lan

Theo Naqvi (2020), viéc ung dung Al dé€ xay
dyng chién lugc phat hién gian 1an tai chinh khéng
chi tir géc dd ciia van dé ma con bang cach gidi thidu
mot chién lugc trién khai giai phap trong cac linh
vuc kinh doanh thuc t€ theo tirng 16p con dugc goi
1la STOPSCAM.

Cac tac nhan STOPSCAM c6 thé dugc trién khai
& nhiéu khu vuc khac nhau dé phat hién gian lan
toan dién. Viéc xdy dung mét hé thong phat hién
gian 1an toan dién doi hoi phai két hop bon cong
nghé chinh la khai thac quy trinh, tw dong héa quy
trinh bang robot, hé théng chuyén gia va hoc may.
Theo Fernandes (2023), cac cong nghé hang dau
duoc sir dung dé phat hién gian lan nhu phat hién
ngoai 1¢, hdi quy logit, mang trung tinh (Neutral
Network) déu sir dung phuong phap ti€p can may

hoc giam sat (Hinh 2).

Céc 16p giup ngan ngira va phat hién gian lan
bao gom chién lugc, t6 chirc, van hoa, thai d6 va
md hinh kinh doanh dwoc ty dong hdéa bang cac
thuat toan mo6 hinh héa cac quy trinh lay xa hoi,
hanh vi, ly thuyét tro choi lam trung tam. Do d¢,
viéc phat hién gian lan trong bao cdo tai chinh va
giao dich dugc tr dong héa bang cach sir dung tinh
nang phat hién bat thuong, khai thac hanh vi va
quy trinh.

- M6 hinh giam sdt phdt hién gian lan diwa trén kj
thugt giam sit: M6 hinh nay dugc trién khai trong
cac md hinh phat hién bat thuong, xa hoi va hanh
vi. Ca h6i quy va phan loai déu cé thé giup phat
hién gian 1an. Vi cac ky thuat duoc gidm sat duwa
trén cac truong hop da biét nén chiing dé dién giai
hon. Van dé chinh khi sir dung mdy hoc c6 gidm
sat ]a da cé nhiéu vi du vé giao dich khéng gian lan
hon la giao dich gian lan. Do d6, viéc day thuat
toan tré nén khoé khan hon khi ty 1€ s6 giao dich c6
gian lan kha thédp.

- M6 hinh phat hién gian ldn dva trén kij thudt khong
gidm sidt. Cac ky thuat khong giam sat dugc sir dung
dé phat hién sy bat thuong, bao gém ca trong cac
giao dich, bao céo va quy trinh. Ching bao goém céc
phuong phap phan cum nhu K-mean, phuwong phép
giam kich thudc, dua trén khong gian con va dua
trén phan loai (Goldstein va Uchida, 2016). Muc tiéu
& day la x4c dinh cac mau dé xem ching c6 ton tai
hay khéng. Khi dir liéu dugc phan tich thanh cac
cum khéc nhau, né cho thdy su hién dién cta cac
mau khéc nhau. Vi dy, viéc st dung cac kj thuat
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khong gidm sat dé xac dinh viéc phat hién gian lan
thé tin dung ngan hang.

Két luan

Phét hién gian lan khéng phai vdn dé dé dang
va nd khac vdi ngan ngtra gian lan. Ty dong hoa
phat hién gian lan bao cdo tai chinh dugc thyc hién
qua hoat dong diéu tra thong minh vdi cong nghé
Al Phuong phap tiép can dé€ thiét ké va lya chon
céng nghé Al trong phat hién gian 1an bét dau ti
viéc phan loai cac hanh vi gian lan, ti€p dén la
phén tich d€ phat hién truong hgp bat thuong dé
sang loc gian lan. Céc giai phap dwa trén may hoc
d€ ngan ngtra gian lan dwa trén ky thuat giam sat,
phat hién gian lan dua trén kj thuat khong giam
satva cacky thuatkhacdwa trén mé hinh STOPCAM
c6 thé dugc ting dung trong diéu tra dé phat hién
gian lan.
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