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O~NG ANH TUKN 

Gian lgn tai chinh gtiy ton hf!i nghi~m tr9ng den slf lilnh mf!nh th! trtlimg tai chinh cua m9t quoc gia va 
niem tin cua ctic nhil dau ttl. Nhie"u nghien cuu dtlf!c thlfc hi~n nhOm phtin lof!i gian lgn, xtic i1jnh hilnh 
viva dau hi~u gian lgn de· co ctic bi~n phtip phong chong, phtit hi~n vii xii ly kjp thi1i gian lgn btio coo tili 
chinh. Bili viet nay gibi thi~u m9t so cong ngh~ Tri tu~ nhtin tf!o dang dtl'fc {Ing dl:f ng trong vi~c ph6t hi~n 
gian lgn boo coo tili chinh. Trang do, chien /tlf!c tiep cgn nhieu /{Ip nhOm sang /9c trtlimg h<Jp gian lgn ban 
dau dtla tren phtin ti ch dil lieu vii dieu tra stiu hun de phcit hi~n gian lgn tinh vi dang dtlf!c xem la nguyen 
tac ch~ df!O de' {Ing dl:fng cac'kj thugt Tri tu~ nhtin tf!O. Ben Cf!nh do, vi~c vgn dl:fng ctic cong ngh~ nay can 
dtlf!C phtin /Of!i dlfa tren CQC kj thugt gitim Sat nhQm ngiin ngifa gian fgn xay ra VQ kj thugt khOng gicim 
scit nhlim phcit hi~n kjp thili gian lgn dtl'fc xem Iii chien /tl'fc phcit hi~n gian lgn hilu hi~u nhat trong vi~c 
tip dl:f ng Tri tu~ nhtin tf!O trong gian dof!n hi~n nay. 

Til khoa: Tri tu~ nhtin t90, gian l~n tai chfnh, bdo cdo tai chfnh 

APPLICATION OF Al IN DETECTING FINANCIAL FRAUDS 

Dang Anh Tuan 

Financial fraud poses serious damage to the health of a 
co1mtnj's financial market and the trust among investors. 
Numerous studies have been conducted to classifiJ fraud, 
identifiJ behaviors and signs of fraud, and implement 
preventive measures, detection, and timely handling of 
financial reporting fra ud. I11is article introduces some 
Artificial Intelligence (Al) technologies being applied 
in detecting financial reporting fraud. Among these, 
the strategi; of multi-layered approaches to screen 
initial fraud cases based on data analysis and deeper 
investigation to detect sophisticated fraud is considered 
the leading principle for applying Al techniques. 
Additionally, the application of these Al technologies 
needs to be categorized based on supervised techniques 
to prevent fraud and unsupervised techniques to timely 
detect fraud, which is considered the most effective fraud 
detection strategtj in the current era of AI application in 
fraud detection. 
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Giai thi~u 

Gian l~n tai chinh gay ra nhfrng ton that cho 

nen kinh te cua cac chinh phu, to chuc, khu Vl,l'C 

doanh nghi~p hay th~m chi Ia cac ca nhan. No 
duqc dinh nghia la m9t harm vi sai trcii ho?c bat 
hqp phap, rnang li;ti lqi ich cho ca nhan ho?c to 
chuc theo nhfrng each phi d~o due va bat hqp 
phap (Barman va c9ng S\f, 2016). Di'eu tra do Price 
Waterhouse Coopers cho thay 30% cong ty ma hQ 
khao sat da tirng la n~ nhan cua lira dao. Hem 
nfra, 80% hanh vi gian l~n cua hQ duqc tht.:rc hi~r 
trong ph~m vi cap cong ty, d?c bi~t la trong cac. 
linh V\fC harm chinh, chfug h~ nhu ke toan, ban 
hang va a cac cap quan ly (Shaikh va_Nazir, 2020). 
Nhfrng tien bQ trong cong ngh~ da dan den S\f gia 
tang gian l~n tai chinh. 

Cac phucmg phap phat hi~n gian l~ dt.:ra tren 
each tiep c~ truyen thong khong con hi~u qua va 
dang tin c~y do gian l~ la van de phuc t~p (West va 
Bhattacharya, 2016). I:Icm nfra, vi~c h,r d{>ng hoa 
kiem tocin ciing v6i trng d1,111g cac phan mem nhu 
phan tich thong ke, khai pha du li~u ho~c nghien 
c'lru hanh vi ciing chua phcii la gicii phap hfru hi~u de· 
c6 the' phat hi~n kip thoi gian l~ (Dimitrijevic va 
Kalinic, 2017). Gan day, tri tu~ nhan t~o (Al) v6i h9c 
may, phan tich dfr li~u 16n, phan tich ngon ngfr h,r 

nhien, Va cac phucmg phap khai pha dfr li~u dUQC 
ket hc;Yp giup tang kha nang phat hi~n gian l~. 
Phuong phap tiep c~ quy trlnh nhieu lop co the 
du9c su d1,111g de phat hi~n gian l~. L6p dau tien sir 
d1,111g khai thac dfr li~u de' phat hi~n va lQc ra hi~u 
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qua cac truemg hQP gian l~n r6 rang. Lap thu hai SU 
d\lng ky thu~t kie"m toan truyen thong de phat hi~n 
truemg hQ'P gian l~n tinh vi hon duqc sang lQC Ur 
bu&c thu nhat. 

Bai viet nay nh~m h~ thong hoa m{>t so hinh 
thuc va mo hinh gian l~n cii.ng nhu ung di.mg AI 
trong thiet ke chien luqc de' phat trie'n gian l~n bao 
cao tai chinh doi v6i nghe nghi~p kie'm toan. Ngoai 
ra, gi6i thi~u chien luqc phat hi~n gian l~n cua 
Naqvi (2020) d1,ra tren mo hinh cua Vi~n Tri tu~ 
nhan t~o Hoa Ky. 

Tong quan ly thuyet 

Gianl~n 

Gian l~ xay ra khi coy trinh bay sai S\l' th~t va 
gay thi~t h~i cho ca nhan ho~c to chuc khac. Hi~p 
h{>i cac nha Dieu tra Gian l~n (ACFE) da phan lo~i 
gian l~ cong ty thanh hai lo~i: n{>i bQ va hen ngoai. 
Gian l~ n{>i b{>, con duqc gQi Ia gian l~n nghe 
nghi~p, duqc ACFE dinh nghia Ia "vi~c su dt,mg vi 
tri nghe nghi~p de' lam giau cho ca nhan thong qua 
vi~c co tinh l~m d\lfig ho~c chiem d\lng cac nguon 
h,rc ho~c tai san ctia cong ty". Gian l~ n(>i b9 duqc 
thl,l'C hi~n bcJi cac nha quan ly, nhan Vien, chu SO 
hfru ho~c thanh vien hQi dong quan tri cua 
m{>t cong ty. 

Ngu·qc l~i, gian l~ ben ngoai duqc thl,l'c hi~n bOi 
Cele ben khong thUQC Cong ty, vi d\l nhu khach hang, 
nha cung cap, doi tac. Gian l~ n{>i b{> gom ba linh 
V\fC: tham nhiing, bie'n thu tai san va gian l~ bao 
cao tai chinh. Do gian l~n c6 the' xay ra o bat ky thOi 
die'm nao va 0 bat ru dau trong mQt to chuc nhu cap 
dQ nhan vien, cap d9 hQi dong quan ttj ho~c tren 
toan chu6i gia ttj thong qua S\f hQ'P tac giua CclC doi 
tac va th~m chi ca doi thu qnh tranh nen phat hi~n 
gian I~ luon Ia m{>t trong nhii.ng cong vi~c phuc 
~P nhat. 

Tri tu~ nhan t~o 

Thu~t ngfr Tri tu~ nhan t~o (Al) bao gom cac 
cong ngh~, trong d6 may m6c bit chu6c tri thong 
minh ctia con ngum de' giai quyet cac van de phuc 
t~p. Theo Bai (2017), cong ngh~ AI c6 the mang I~ 
S\f doi mm trong vi~c phat hi~n gian I~ vi n6 c6 the' 
SU d\lfig mo ph6ng thong minh de' bien doi tri tu~ 
ctia con nguoi theo each ma may m6c bit chu6c. 
Ben qnh d6, cac cong C1,1 khac c6 chuc nang tuong 
n.r bao gom Robot n.r d9ng hoa thong minh (RPA), 
thuat toan hQC may, h~ thong chuyen gia, Va khai 
pha dfr Ii~u rung nhieu cong C1,1 khac (Law va Shen, 

2020), Hinh 1. 
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Mo hlnh phat hi~n gian l~n 
thong qua cong ngh~ Al 

Ngu6n: Law & Shen (2020) 

Tiep c~ d1,ra tren cac mo hinh gian l~n, AI da 
duqc su d\lfig de' phong chong gian l~ bfug each 
xay d\l'Ilg nang 11,l'C phu h<;Yp VOi cac mo hinh gian 
l~n trong th1,l'C te. Hang lo"1t cac ky thu~t phan tich, 
khai pha du li~u ap dl,lng cong ngh~ AI du9c SU 
d\lfig nhu (i) Phan tich Cl,lm (clustering techniques) 
duc;rc de xuat boi Bolton & Hand (2002) SU d\lfig ky 
thu~t phan thanh cac nh6m gian l~ ho~c khong, (ii) 
Phat hi~n ngo"1i lai (outlier detection) th\l'C hi~n 
thong qua phan tich du li~u de phat hi~n du9c cac 
du li~u ca bi~t, bat thuemg, (iii) Phan tich hoi quy 
logit duc;rc de xuat bcJi Berkson (1944) De phat hi~n 
moi quan h~ nhan qua, (iv) Phan lo"1i theo cay quyet 
clinh, (v) Phuong phap Bayesian (Bayesian Network) 
duc;rc \mg d\lfig de' phan 16p d1,l'a tren xac suat c6 
di'eu ki~n. 

Gan day, m9t nh6m nha nghien ruu khac ciing 
th1,l'C hi~n mQt CUQC khao Sat rQng rfil CaC Cong ngh~ 
duc;rc ung d\lfig de' phat hi~n gian l~n (West va 
Bhattacharya, 2016). Cu()c khao sat sau r9ng CU.a hQ 
cho thay, c6 nhieu phuong phap duc;rc su dt,mg 
trong t1,l' d()ng h6a thong minh de' phat hi~n gian I~ 
nhu m"1flg }uai than kinh, may vecto hfi trq, cay 
quyet dinh, thu~t toan, khai thac quy trinh, h~ thong 
mi~n dich nhan t"10 va cac phuong phap ket hqp. 
M()t so khac tiep c~ phuong phap phat hi~n gian 
l~ d1,l'a tren cac ky thu~t h9c may gom co giam sat, 
khong giam sat va ban giam sat. HQ ciing dua ra cac 
vi dl,l Ve nhfrng thach thuc trong th\l'C hi~n mQt SO 
giai phap va k:Y thu~t giai quyet nhfrng van de d6 
(Abdallah va CQng S\f, 2016). 

Vi~n Tri tu~ nhan t~o Hoa Ky da phat trien rnot 
mo hinh phat hi~n gian I~ duc;rc g9i Ia STOPSCAM· 
Mo hinh nay mo rong d\l'a tren mo hinh theo rnie~ 
C1,1 the' va cac yeu to gian I~ de' phat trien phan }O~l 
gian I~ r9ng rai theo cac linh Vl,l'C nang }\fC ho~C 



may do t~p trung vao vi~c xay dt,mg va trie'n khai 
cac kha nang thong rninh. STOPSCAM fa ru viet t5t 
cua Chien luge, Giao djch, Ho~t dong, Quy trlnh, 
Tuyen bo, Van h6a, Thai do va Mo hlnh. 

Chien /llf1c 

Cong Cl,l chien luge nay duqc ting dl,lng nh~rn 
phan tich chien luge rua cong ty, qua d6 n5m b5t ccic 
tin hi~u Ve nhling thay doi dang ke' ho~c Sl,l' kien tri 
trong chien luge rua cong ty. 51.,l' thay doi dot ngot 
trong chien luqc ho~c mi~n cuang thay doi chien 
luqc trong truemg hqp chien luqc d6 khong hi~u qua 
ho~C Sl,l' tr6i d~y cUa doi thu qmh tranh mm, thay doi 
Cong ngh~, rui ro pha San Va cac khai ni~m chien lUQ'C 
khac de u dugc n5m b5t va phan tich. Phan tich chien 
lUQ'C tl,l' dong dugc thl,l'C hi~n ru vi~c phan tich cac bao 
cao phan tich, thong cao bao chi cua cong ty cilng 
nhu cac tin ru·c va y kien khac ve mot cong ty. 

Giaodfch 

Phan tich cap de) giao djch d~t duqc b~ng each 
trie'n khai cac h~ thong quet dfr li~u chi tiet cap do 
giao djch. Vi dl,l: cac ml,IC nh~t ky, hoa dan, h6 trq 
kie'rn tra tai li~u va cac ting dt,mg cong ngh~ tuang 
tl,l' khac trong kie'm toan tl,l' dong t~o than.h ca so cho 
kie'm toan lien tl,lc 0 cap do giao djch v6i tr9ng tam 
r6 rang fa phat hi~n diem bat thuemg t~p trung vao 
gian lfm. Ml,lc tieu chinh trong phan tich giao dich fa 
phat hi~n sl,l' bat thuemg. 

Hot;itd9ng 

Dcinh gia gian l~ o cap do ho~t dong duqc thl,l'c 
hi~n bfug each dcinh gia Sl,l' ton t~ cUa cac ho~t dong 
cua mot cong ty va bao gom ca chu6i gia trj cua 
cong ty theo ca hai hu6ng. Di'eu nay c6 nghia fa bao 
gorn cac n.ha cung cap, doi tac va khach hang de 
phan tich kha nang gian l~n. Trang nhi'eu truemg 
hqp, St,1' tuang tac ho~c ca cau gifra cac doi tac, cong 
ty con, khach hang Va nha cung cap cho thay St,1' hi~n 
di~n rua gian l~. 

Quytrinh 

Vi~c dcinh gia gian l~ lay quy trlnh lam trung 
tam t~p trung vao vi~c tim hie'u cac quy trlnh bat 
thuemg. Ung dl,lng nay co the' dt,l'a tren cac m~u giao 
d!ch ho~c nhling ngum truy c~p h~ thong mot each 
bat thuemg ho~c thai gian truy c~p h~ thong dang 
nga. Cac cong ngh~ khai thac quy trlnh va hoc may 
duqc su dl,lng de' dcinh gia quy trlnh. 

Cong bo thong tin 

Phan tich bao cao duqc cong bo cong khai de xac 
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dfnh Sl,l' hi~n di~n a.la gian I?n. Dfeu nay co the' d t,l'a 
teen vi~c phan tich van ban ho~c dfr Ii~u phi cau true 
khac ru bao cao thuemg nien ho~c phan tich tY so tai 
chinh ho~c b~ng each phan tich cac thu6c do phi tai 
chin.h rua cong ty, ch~g h~ n.hu qucin trj thu n.h?p. 

Vanhoa 

Phan tich tl,l' dc)ng o cap do to chuc tfip trung vao 
vi~c tim hie'u van h6a, qucin ly, thong qua phan tich 
cac bao ccio, m~g xa hoi ho~c cau true, ca che lam 
vi~c a.la hoi dong qucin trj. Chilng cung cap thong 
tin ve gian l~ tiern an. Vi dl,l, tong giam doc dieu 
han.h c6 ca tinh m~ me, chuyen quyen rung v6i 
mot hc)i dong quan tr! phl,IC rung CO the t~o ra mc)t 
rn6i truemg thu~ lqi cho gian l~. 

Thaid9 

Thai do fa Sl,l' phan tich hanh vi cua doi ngti quan 
ly va cac than.h vien hc)i dong qucin trj. Su dl,lng hlnh 
anh, video, van ban ho~c ket hqp cac dfr li~u c6 sful, 
tl,l' dong h6a thong rninh duqc su dl,lng de' t~o ho sa 
ca nhan va m~g xa hc)i. M~g xa hoi c6 the' ton t~ 
ben trong ho~c ben ngoai cong ty. Chilng c6 the· ton 
t~i gifra cac than.h vien trong n.h6m qucin ly ho~c 
than.h vien hc)i dong qucin trj va mc)t so gicim doc 
di'eu han.h nhat dfnh. Chilng duqc hlnh than.h b&i 
nhling !qi ich chung Va xet Ve dc)ng lt,l'C cau trllc, cac 
mo hlnh cinh huang c6 the' hoan toan khac so v6i mo 
hlnh the' hi~n teen bie'u do to chuc rua cong ty. Hieu 
duqc nhling mo hlnh d6 c6 the Jam sang to each 
thuc gian l~. 

Mo hinh kinh doanh 

Mo hlnh kin.h doanh a.la mc)t cong ty Ia trung 
tarn cua cac chien luqc va quy trinh cl.ta cong ty. 
Nhfrng thay doi trong mo hlnh kin.h doanh c6 the· 
bao hi~u mot so di'eu - bao gorn ca vi~c mo ra co hc)i 
cho gian l~. Cac cong ngh~ duqc SU dl,ITig de' phan 
tich mo hlnh kinh doanh bao gom l~p ban do quy 

Hpiquy 
I 

Phan °='m 

Ngu6n: ffmandcs (1013) 
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trlnh kinh doanh b~ng each SU d\lng may hoc 
(Evermann va cong Sl,l', 2017). 

Mo hinh va kj thu~t Al phat hi~n gian l~n 

Theo Naqvi (2020), vi~c ung dvng AI de' xay 
dl,l'ng chien luqc phat hi~n gian l~ tai chinh khong 
chi tir g6c do cia van de ma con bfug each gi6i thi~u 
mot chien luqc trien khai gifil phap trong cac linh 
V\fC kinh doanh thl,l'C te theo tirng lap con dU'QC gOi 
Ia STOPSCAM. 

ca.c tac nhan STOPSCAM c6 the duqc trie'n khai 
a nhieu khu V\fC khac nhau de phat hi~n gian l~ 
toan di~n. Vi~c xay dl,l'ng mot h~ thong phat hi~n 
gian l~ toan di~n doi h6i phai ket hqp bon cong 
ngh~ chinh Ia khai thac quy trlnh, tl,l' dong h6a quy 
trlnh bfug robot, h~ thong chuyen gia va hoc may. 
Theo Fernandes (2023), cac cong ngh~ hang dau 
duqc su dvng de' phat hi~n gian l~ nhu phat hi~n 
ngo~i l~, hoi quy logit, m~g trilng tinh (Neutral 
Network) deu SU dvng phuong phap tiep c~ may 
hoc giam sat (IBnh 2). 

Cac 16p giup ngan ngll'a va phat hi~n gian l~ 
bao gom chien luqc, to chuc, van h6a, thai do va 
mo hlnh kinh doanh duqc tl,l' dong h6a b~ng cac 
thu~t toan mo hlnh h6a cac quy trlnh lay xa hoi, 
hanh vi, ly thuyet tro chcri lam trung tam. Do d6, 
vi~c phat hi~n gian l~ trong bao cao tai chinh va 
giao cijch dugc ti! d<)ng h6a bfug each SU dvng tinh 
nang phat hi~n bat thuCm.g, khai thac hanh vi va 
quy trinh. 

- Mo hinh giam sat phtit lzi?n gian ltJn d~ra tren klj 
tlmtjJ giam sat: Mo hlnh nay dugc trien khai trong 
cac mo hlnh phat hi~n bat thuCm.g, xa h<)i va hanh 
vi. Ca hoi quy va phan lo~ deu c6 the giup phat 
hi~n gian I~. Vi cac ky thu?t duqc giam sat dl,l'a 
tren cac truCm.g hqp da biet nen chilng d~ di~n gifil 
hon. Van de chinh khi SU d1.,U1g may hoc c6 giam 
sat Ia da c6 nhieu vi d\l ve giao dich khong gian I~ 
hon Ia giao dich gian l~. Do do, vi~c d~y thu?t 
toan tro nen kh6 khan hon khi t}' I~ so giao dich c6 
gian I~ kha thap. 

- Mo hinh pluit hi?n gian ltjn d1:fa tren kg thutjt khOng 
gitim sat. Cac ky thu?t khong giam sat duc;rc SU dvng 
de phat hi~n S\f bat thuemg, bao gom Ca trong cac 
giao d1ch, bao cao va quy trlnh. Chung bao gom cac 
phuong phap phan C\lffi nhu K-mean, phuong phap 
giam kich thuoc, dl,l'a tren khong gian con va dl,l'a 
tren phan 109i (Goldstein va Uchida, 2016). M\lc tieu 
a day Ia xac djnh cac m~u de xem chilng c6 ton t9i 
hay khong. Khi dfr li~u duc;rc phan tich thanh cac 
Cl,lffi khac nhau, no cho thay S\l' hi~n di~n cUa cac 
m5u khac nhau. Vi d\1, vi~c SU dvng cac ky thu~t 

khong giam sat de xac dj.nh vi~c phat hi~n gian l~ 
the tin d1.,U1g ngan hang. 

Ket lu~n 

Phat hi~n gian l~n khong phai van de d~ dang 
va n6 khac v6i ngan ngtra gia.n l~. Tl,l' d<)ng hoa 
phat hi~n gian l~n bao cao tai chfnh dU'<;>'C thl,l'C hi~n 
qua ho(;l.t d{mg di'eu tra thong mi.nh voi cong ngh~ 
AI. Phuong phap tiep c~ de' thiet ke va h,ra chon 
cong ngh~ AI trong phat hi~n gia.n l~n b~t dau tU 
vi~c phan lo~i cac hanh vi gian l?n, tiep den la 
phan tich de' phat hi~n trubng hqp bat thubng de 
sang loc gia.n l?n. Cac giai phap dl,l'a tren may hoc 
de' ngan ngua gian l?n dl,l'a tren ky thu~t giarn sat, 
phat hi~n gian l~ dl,l'a tren ky thu~t khong giam 
sat ya cac ky thu~t khac dl,l'a tren mo hi.nh STOPCAM 
c6 the duqc ung d\lTig trong di'eu tra de' phat hi~n 
gia.n l~n. 0 
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