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6LoWPAN-
Giao thUc phU hQP cho loT 

> TRAN VAN HliNG* 
Internet ket n6i v~n v~t (Internet of Things- loT) se dieu khien the gi6i tU'ong lai, 
noi tat ca cac thiE§t bl se dU'QC ket noi v6i nhau. Day Ia m¢t xu hU'6ng cong ngh$ m6i 
dang phat trien rat nhanh va Ia m¢t chu de n6ng thu hUt dU'QC nhieu Sl! quan tam 
cua cac nha khoa hQc tren the gi6i. Nhieu chuan giao thuc khac nhau da du'QC de 
xuat cho m6 hinh m~ng loT. MQt trong nhting chuan d6 chfnh Ia vi$c sti dt,mg giao 
thl1c 1 Pv6 tren moi trU'6ng lien ket vo tuven theo chuan 1 EEE 802.15.4. 

6LoWPAN - 1Pv6 TRONG 
M~NG KHONG DAY CONG 
SUATTHAP 

Khi nhu cau ve so lu'<;lng thiet bi 

va ket noi ngay cang tang, IPv6 co 

the dap U'ng du'<;lc yeu cau ket noi va 

dinh danh cho tung thiet bj, no dam 

bao kha nang ma r9ng gan nhu' 

khong gioi h9n. E>ong thai, kha nang 

ket noi dau cuoi - dau cuoi cling 

du'<;IC cai thi~n rna khong can dung 

den NAT, cho phep ttf d9ng cau hinh 

ma khong can may chu DHCP. Tat ca 

nhG'ng ky thu~t nay co the du'<;lc thtfc 

hi~n thong qua 6LoWPAN (1Pv6 over 

Low Power Wireless Personal Area 

Networks), day chinh Ia ky thu~t 

trien khai IPv6 cho m9ng khong day 

co cong suat h9n che. 

6LoWPAN nham den m1,1c tieu Ia 

cac m9ng VO tuyen nang lu'<;lng thap 

va co cac d~c tinh nhu' ho tr<;l dia chi 

16 bit va 64 bit, he tr<;l nen mao dau 

g6i tin IPv6 c[jng nhu' UDP, ttf d9ng 

cau hinh, tl/ d9ng phat hi~n nut lan 

c~n, h6 tr<;l unicast, multicast va 

broadcast, v.v .. Day Ia giao thU'c 

du'<;lc aanh gia thtfc stf phu h<;lp cho 

JoT. Ky thu~t 6LoWPAN da du'<;lc 

chuan hoa trong c<k tieu chuan RFC, 

c~,~ the: 

- RFC 4944 (Nam 2007): 

Transmission of 1Pv6 Packets over 

IEEE 802.15.4 Networks. 

- RFC 6282 (Nam 2011): 

Compression Format for 1Pv6 

Datagrams over IEEE 802.15.4-

Based Networks. 

- RFC 6775 (Nam 2012): 

Neighbor Discovery Optimization for 

IPv6 over Low-Power Wireless 

Personal Area Networks (6LoWPANs) 

- RFC 8066 (Nam 2017): 1Pv6 
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over Low-Power Wireless Personal 

Area Network (6LoWPAN) - ESC 

Dispatch Code Points and Guidelines. 

UEN KE.T DO' U~U TRONG 
6LoWPAN 

1. Lop lien kei: dii' li~u 

Giao thU'c ket noi lien m9ng co 

nhi~m Vl,l ket noi tat ca cac I09i lien 

ket khong dong nha't. lang lien ket 

dG' li~u cung cap cck phu'dng ti~n 

chlfc nang va thu tl,IC de truyen d(J 

li~u giG'a cac thtfc the m9ng, dong 

thai cling co the cung cap phu'dng 

ti~n de phat hi~n hay sua cac loi miy 

sinh tlr' tang v~t ly. Cac d~c tinh chu 

yeu du'<;lc ho tr<;l boi giao thU'c IP nhlf 

Ia dinh khung, kiem soat leli, dia chi 

hoa, unicast hay broadcast. M9t vi dl,l 

cua giao thU'c lop lien ket dG' li~u Ia 

trong Ethernet, no con du'<;lc gQi Ia 

lop dieu khien truy nh~p kenh truyen 
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Hinh 3. Ngan xe'p giao th itc TCPIIP va 6LoWPAN 

MAC (Media Access Control) nhu' 

trong Hinh 1(a). 

Voi ml,lc dich truyen thong khong 

day C1 cong sua't thap, giao thti'c 

truyen thong IEEE 802.15.4 Ia mqt 

giao thti'c quan trQng trong linh vu'c 

dieu khien cong nghi~p, mi;jng gia 

dinh va tl/ dqng h6a toa nha. 

Phu'dng thti'c truy c~p kenh truyen 

c6 the sti' dl,lng CSMA-CA, CSMA-CA 

c6 chia khe, ho~c TDMA. Lop lien ket 

dO' li~u h6 trd 64.000 nut mi;jng, m6i 

nut sti' dl,lng 16 bit dja chi. C3c bang 

tan va toe dQ truyen dO' li~u tu'dng 

U'ng Ia: chau Au voi bang tan 868 -

868,6 MHz, toe d9 20 kb/s, cho phep 

1 kenh truyen; Bac My voi bang tan 

902 - 928 MHz, toe d<) 40 kb/s, cho 

phep len toi 13 kenh truyen; Nhifng 

ndi kh<k sti' dl,lng bang tan 2400 -

2483,5 MHz, toe dQ 250 kb/s, cho 

phep len toi 16 kenh truyen. Ngoai 

ra con c6 cac mCJ r<)ng cua tieu 
chuan nay, lop lien ket cua IEEE 

802.15.4 du'<;1C mota trong ngan xep 

nhu' Hinh 1(b ). 

2. Kich thu'oc khung va tai 
dii' li~u 

Giao thU'c truyen thong vo tuyen 

cong suat thap luon co gang giam 

thieu kich thu'oc khung dif li~u. Tuy 

nhien kfch thu'oc cua khung phl,J 
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thUQC vao tai dO' li~U va cac tin hi~U 

bao hi~u can thiet de truyen goi tin. 

Hinh 2 Ia m9t vf dl,l ve khung dO' li~u 
trong tieu chuan IEEE 802.15.4 co 

kfch thu'oc tong Ia 127 byte, trong do 

tai dif li~u Ia 53 byte. Ta thay rang 

bo sung phan mao dau IPv6 lam 

tang dang ke kich thu'oc g6i tin. 

f>~C TiNH CUA 6LoWPAN 

D~c tfnh chu yeu cua 6LoWPAN Ia 

ho tr<;1 che dQ dja chi h6a 16 bit va 

64 bit. Day Ia d~c tinh danh cho 

truyen thong khong day cong suat 

thap, rna mqt trong so d6 Ia chuan 

Bluetooth thong minh hay Bluetooth 

nang lu'<;jng thap da t~n dl,lng du'<;1C 

1<;1i the cua vi~c nen tieu de cho IPv6 

cling nhu' tieu de UDP. Trang 

6LoWPAN cho phep tl/ dqng cau hinh 

tat ca cac thiet b! rieng ~~~ tham gia 

mc:mg va cho phep moi thiet bj c6 

kha nang tl/ dqng phat hi~n Cck nut 
"hang xom" ian c~n. 6LoWPAN ho tr<;t 

cac phu'dng thti'c truyen unicast, 

multicast va broadcast, dong thai 

cung du'a ra khai ni~m phan doc:m 

hay phan manh dO' li~u. Kfch co 

khung cd sC1 trong tieu chuan IEEE 

802.5.4 Ia 127 byte trong khi m9t 

ddn vj truyen cua IPv6 c6 kich co 

1280 byte. Do d6 can thlfc hi~n phan 

manh 1280 byte vao t~p cac khung 

127 byte va dieu nay da du'<;1c ho tr<;1 

trong 6LoWPAN. 6LoWPAN cling ho 

tr<;1 djnh tuyen IP, ha tr<;1 ket noi 

mi;jng du'oi lop lien ket va h6 tr<;1 bao 

m~t. Hinh 3 mo ta ngan xep giao 

thU'c 6LoWPAN toi thieu va du'Q'c so 

sanh voi ngan xep giao thU'c TCP/IP 

truyen thong. 

KIEN TRUC CUA 6LoWPAN 

Hinh 4 mo ta vf dl,l trien khai IPv6 

tren kien true cua 6LoWPAN. Mi;lng 
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LoWPAN 

Hinh 4. Kien true mc;mg 6LoWPAN Hinh 5. EJfa chl h6a 6LoWPAN 

6LoWPAN co kien true d<~mg Stub 

network va hli trQ' ket noi mat lu'oi 

toan ph'an (full mesh). Cac phan tu 

tren m9ng bao gom: 

- Router Ia thiet b! dau cuoi va 

tham gia thljc hi~n d!nh tuyen dCf 

li~u den cac thiet b! dau cuoi khac. 

- Host Ia thiet b! clau cuoi nhu'ng 

khong tham gia thlfc hi~n d!nh tuyen 

dCf li~u den cac thiet b! khac. 

- Edge router (gateway) Ia thiet 

b! ket noi giCfa m<;mg 6LoWPAN va 

m<;mg Internet ben ngoai. Edge 

router thlfc hi~n cac chuc nang nhu': 

d!nh tuyen, thu th~p dCf li~u ci,Jc b9 

giCfa cac thiet b! 6LoWPAN voi nhau, 

NAT64, MTU, firewall, security, phat 

va duy tri mc;~ng con. 

Cac thiet b! su d1,1ng d!a chi IPv6 

de ket noi trong mc;~ng khong day 

cong suat thap phai tuan theo cac 

yeu cau co ban trong moi tru'ong 

IEEE 802.15.4 ve cau true khung dCf 

l i~u, phu'ong thuc ket noi, truy nh~p 

du'ong truyen, cOng nhu' each thuc 

truyen dCf li~u (MTU 127 bytes). Tuy 
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nhien do d~c diem cac thiet b! co 

cong suat thap, kha nang xu ly hc;~n 

che nen ky thu~t nen mao dau goi tin 

da dli<;1c ap di,Jng nham lli<;1c bo cac 

thong tin khong can thiet, tlr do lam 

giam kich thu'oc goi tin va giam bot 

qua trinh xu ly t<;~i cac thiet b! mc;~ng. 

f>~A CHi HOA 6LoWPAN 

D!a chi hoa trong 6LoWPAN khac 

voi d!a chi hoa IPv6 thong thu'ong. 

Ve co ban cac d!a chi IPv6 du'Q'c nen 

cho cac m1,1c dich cua 6LoWPAN. Vi 

the LoWPAN hoc;~t dQng theo nguyen 

tac co m9t khong gian d!a chi nen, 

dieu do co nghi a Ia m<;mg vo tuyen 

ben trong mc;~ng con I Pv6 co duy 

nha"t d!a chi MAC. D!a chi nay co 

chieu dai 16 bit ho~c 64 bit. Vi v~y 

vi~c nen cac clja chi IPv6 du'Q'c thljc 

hi~n bang each loc;~i bo tien to IPv6, 

nen liD (Interface Identifier) va nen 

cac d!a chi multicast. Ve co b2m tien 

to toan CI,JC dlfQ'C tat ca cac nut trong 

mc;~ng biet den va tien to lop lien ket 

du'Q'c chi ra bO'i cac d!nh dc;~ng tieu 

de. Qua vf dl,l ve d!a chi hoa dlfQ'c the 

hi~n trong Hinh 5, bao gam mc;~ng loi 

1Pv6 ket noi thong qua 1 router va 1 

router cc;~nh ho tr9' 6LoWPAN. Router 

thlfc hi~n phan phat d!a chi c1,1 the 

den mc;~ng 6LoWPAN, va dja chi cua 

router cc;~nh Ia d!a chi chung cho toan 

bQ m9ng 6LoWPAN. 

1. Nen tieu de trong 6LoW­
PAN theo tieu chua'n 
802.15.4 

Tieu de trong 6LoWPAN du'Q'c thay 

doi dlja tren tieu chuan IEEE 802.15.4 

va so sanh tieu de cua 6LoWPAN voi 

IEEE 802.15.4 dlfQ'c mota trong Hinh 

6. Ta thay rang trong tieu chuan 

802.15.4 chi co 53 byte tai dCf li~u 

trong khung 127 byte. Trong 

6LoWPAN da thl[c hi~n nen tieu de de 

co du'Q'c tai dCf l i~u Ia 108 byte. 

Trlfong 40 byte cua 1Pv6 kh6ng con 

khi dja chi hoa UDP/6LoWPAN. MQt 

minh h9a cua UDP/1Pv6 truyen thong 

du'Q'c mo ta trong Hinh 7, trong do 

phan lon dung llfQ'ng danh cho d!a chi 

nguon va d!a chi dich con phan tal dCf 

li~u rat nh6, 6LoWPAN da khik phi,JC 

dlfQ'C van de nay. 



LoWPAN dispatch 
- -KhunsiEEE 802.15.4 (127 Bytes)r--- --==-- - -. 
408 88 538 48 

1Pv6 -------------1 UDP Payload FCS 
L---~~L-~---------L---J-------------

.__ ___ _ ____ Khuns1EEE802.15.4 {127 Bytes)l----------

9B 

1
2:-, U~PI -----------~----------- I F:: 

~----~-~---~---------------------------MAC 

Hinh 6. So sanh tieu tie ccia 6Lo WPAN viii tieu chuan 802.15.4 

0 I 2 

Ot2) 4 S478t012l .t $Cllf 01 2 J4 S678f) l 

· -·-~-·-· -·--·- ·- · -·--·-· -·- ·-- ·--·.,· -·----.--... ._._ .. ___ , 
tver-sio:nl Trafflc Clan I r low lAbel I 

.. -·- --·--·--·-·-·-·-·-------.. -·-·-- --·---·--·-·--· I Paf l o a d lA~h I ._.t. Header I !top Liait I -·-+-+--•-·-·-·-·--- -----._.._.._....___.._. __ ,_. ___ .. 
I I 

IPv6 
I 
. ... .. - · _._ ...... _ ... - · - -·- . .. · - . - . - . - · - · _._ • • +-+--·-· --·-·-· - . - · --. - · 48 Bytes 
I I 

I 
·--·--·-·-·-·- · -·- ·-·- ·---·-·-·-·-·---·_.-~.--,.__. _ . 

{ 

1 Sc:Nree Por t I Destl.A6t:icn Por t. I 
UDP ·-.. -._.._._._ __ _._,_ •. .,. .• _._ ... ___ ,_ ... ----- ·----·-•--...---

~' ~·-----~~:~·-·- · --· ---~~---·- ·- ·-·-·~~=-.. - --·-! p I d UD.P P•ylo.d •• • I oy oo _ _____..._'-.-.~-.._._.--·--·-·-·-·-·--· - · 

Hinh 7. Header trong UDP/1Pv6 

2. Phan manh g6i tin 
6LoWPAN 

M9t van de can giai quyet Ia kfch 

thu'oc cua g6i tin IP lon han kfch 

thlfoc cua g6i tin trong tieu chuan 
802.15.4. Lam the nim de 1280 byte 

cua MTU trong IPv6 c6 the dU'qc 

chuyen di boi tieu chuan 802. 15.4 

voi kich thU'oc chi c6 tlf 80 byte den 

100 byte. Vi the Stf phan manh Ia can 
thiet va n6 thtfc hi~n chia MTU thanh 

so IU'qng lon cck khung c6 kich thlfoc 

nho. Ap dt,~ng phan manh se mang 

l c;~i hi~u qua ve m~t truyen dan khi 

trien khai trong cac mc;~ng vo tuyen 

cong suat thap. Tuy nhien vi~c phan 

manh se keo theo cck van de phat 

sinh nhlf cac g6i tin phan manh de bj 

161 khi tai l~p ban tin ban dau. Chi 

can mi;lt phan manh bjloi thi toan bQ 

ban tin bjloi va phai thtfc hi~n truyen 

lc;~i den khi nh~n dlfqc MTU hoan 

chinh. Day Ia van de phat sinh trong 

khi kenh c6 bang thong nho va tre 

lon. Vi v~y khi sU' dl,mg giao thltc, 

neu c6 the, co gang tranh phan 

manh bang each slt dl,mg cac thu~t 

toan nen ho~c bi~n phap tlidng ttf. 

THIET ~P VA HO~T f>QNG 
CUA 6LoWPAN 

1. Khoi cfpng 6LoWPAN 

cac bu'oc khrn d9ng 6LoWPAN 

theo trinh tt! nhlf sau, cac bU'Oc nay 

dlfqc duy tri thtfc hi~n lien t1,1c. 
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Blfac 1: Commissioning - Lop 

lien ket dli' li~u dliqc thiet l~p gili'a 

cac nut 

Blfac 2: Bootstrapping - Dja chi 

lop mc;~ng dlfqc cau hinh, cac nut lan 

c~n dU'qc phat hi~n va qua trinh 

dang ky hoan tat. 

Blfac 3: Route Initialization -

Cac thiet l~p cua thu~t toan d jnh 

tuyen dU'QC thl/C hi~n ae thl/C hi~n 
djnh tuyen. 

2. Phat hi~n Ccic nut Jan 
c~n trong 6LoWPAN 

Vi~c phat h i~n cac nut lan c~n 

trong IPv6 khong giong nhu' trong 

6LoWPAN. Ly do Ia trong IPv6 gia 

thiet tat ca cac lien ket deu slt dl,lng 

mot tien to duy nhat, gia djnh khac 

Ia tat ca cac nut deu luon o trc;~ng 

thai s~n sang, dieu nay Ia khong 

dung voi 6LoWPAN. LU'u lliqng lon 

Multicast trong IPv6 khong phai de 

dang dliqc ho trq trong 6LoWPAN, 
va cuoi cung truyen thong da ch~ng 

cling khong dlf9c ho trq hi~u qua 

trong tieu chuan IEEE 802.15.4 von 

du'qc dung cho 6LoWPAN. Do v~y 

vi~c phat hi~n cac nut lan c~n trong 

6LoWPAN can cung cap mo hinh 

mc;~ng con va lien ket thfch hqp de 

giam thieu lu\.1 IU'qng dieu khien gili'a 

cac nut, cung cap cac thu tl,IC dang 

ky, xac nh~n, nh~n d<;mg/phat hi~n 

cac dja chi trung l~p va phl,IC hoi tlf 
c<k van de tliong ttf, tat ca dU'qc ho 
trq boi cau true d!nh tuyen router 

cc;~nh mo r(_)ng. 

BAO M~T TRONG 6LoWPAN 

6LoWPAN ho trq bilO m~t, day Ia 

van de rat quan trqng doi voi cac h~ 

thong loT. Cac song vo tuyen radio 
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Hinh 8. Cdc lap cung cap CCI che boo mt;it trong 6LoWPAN 

tren thlfc te rat de b! nghe tr9m va 

c6 nang life xU' ly hi;~n che. Vi the, v6'i 

h~ thong bat ky thu'ong co ba m~.,~c 

tieu chfnh can dam bao Ia tfnh toan 

v~n, tfnh bao m~t va tfnh kha dl,lng. 

Tat ca cac ml,JC tieu an toan nay deu 

du'gc ho trg trong 6LoWPAN thong 

qua ba 16'p khck nhau, c1.,1 the Ia 16'p 

lfng dt,mg, 16'p MAC va lap mi;lng nhu' 

the hi~n trong Hinh 8. 

1. Co che' bao m~t - Lop 2 
(MAC) 

M~c du bi10 m~t Internet dl1c;1c 

coi Ia dau cuoi - dau cuoi, tuy nhien 

cac kenh trong mi;lng vo tuyen rat 

de bl tan cong, b! nghe h~n ho~c gia 

mi;)O cac g6i tin ti;li cac nut. Vi v~y 

tc;~i lap lien ket dif li~u phai du'gc 

bao V~ de chong li;li cac CUQC tan 

cong . IEEE 802.15.4 cho phep xay 

dlfng ma h6a slt d1.,1ng AES 128 

(Advanced Encryption Standard) va 

Tai li~u tham khao 

kiem tra ma hoa toan v~n CCM 

(Counter with CBC-MAC mode). Cac 

chip LoWPAN ban tren thl tru'ong 

cling du'<;jC tfch hgp ma h6a phan 

dtng cho AES 128. 

2. Co che' bao m~t - Lop 3 
(Lopmflng) 

Ti;!i lap 3 (Lap mi;)ng), tinh nang 

bao m~t dau CUOi - dau CUOi du'<;1C 

cung cap bai IPSec. ve cd ban, toan 

bQ kenh truyen giifa hai diem dau 

cuoi du'<;1c bao v~. Vai vi~c slt d1.,1ng 

JPSec nham dam bao tfnh toim v~n, 
xac thl,l'c va bao m~t dCi' li~u. C6 hai 

kieu mao dau khac nhau du'<;1c djnh 

nghia: mao dau xac thl,l'c AH 

(Authentication Header) va mao dau 

ma h6a ESP (Encrypted Security 

Payload). Hai mao dau nay c6 the 

du'gc sCt d1.,1ng chung hay rieng de ho 

trg nhieu chltc nang bao m~t. M9t 

phien ban d~c bi~t cua ESP dl1<;1c 

djnh nghia slt d1.,1ng AES/CCM thfch 

h<;1p cho cac nut 6LoWPAN. U5i phan 

cCtng dung cho lap 2 trong IEEE 

802.15.4 cClng c6 the set d1.,1ng cho 

m1,1c dfch bao m~t o Lap 3. 

Thong qua phan tfch kien true 

va cac d~c diem cua 6LoWPAN, c6 

the khang djnh rang giao thltc nay 

c6 nhieu tfnh nang phu hc;1p vai moi 

tru'ong loT. Lap lien ket cua 

6LoWPAN c6 the ho trg nhieu 

"Thing" cung tham gia. Giao thltc 

stack cua 6LoWPAN thfch h<;1p cho 

loT. Ngoai ra, 6LoWPAN con c6 

nhieu tfnh nang khac nhu': ho tr<;1 

dja chi 16 bit ho~c 64 bit nham vao 

cac mi;)ng vo tuyen cong suat thap 

bao gom tieu chuan Bluetooth 

thong minh hay Bluetooth nang 

lu'gng thap, nen tieu de doi vai 1Pv6 

hay UDP, tl,( d9ng cau hinh m(;lng, 

cho phep tlf dQng phat hi~n cac nut 

mc;~ng lan c~n, ho tr<;1 unicast, 

multicast va broadcast, ho tr<;1 phan 

manh. 6LoWPAN c6 hau het cck 
tfnh nang cua 1Pv6 nhu'ng danh cho 

cac thiet bl nh6 va c6 nang life xlt ly 

hi;ln che. C6 the ket lu~n rang 

6LoWPAN Ia m9t giao thlr'c lien 

quan den cac van de hc;~n che trong 

cac h~ thong loT va n6 hoan toan 

phu h<;1p vai loT. ·=· 
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