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Trién khai cong ngheé loT -
Nhiing diém can luu y

>MINH AN

Internet of Things (10T) 1a xu hudng dang dugc cac doanh nghiép trong linh vuc
céng nghé quan tam va dau tir nghién clru. Trong tuong Iai, 10T $& tham nhap trong
moi linh V¢ san xudt, giao thong van tai, y t€, xay dung, dau khi... mang Iai nhiéu
l0i ich cho ca ngudi tiéu ding va doanh nghiép, va 10T sé chiém phan Ién trong gia
tri kinh té toan cau.

Theo Gartner, 10T s& phét trién cuc ky manh trong nhirng ndm téi, hinh thanh mét
thi trudmg thiét bi Ion nhit thé gidi, dén ndm 2020, thé gioi sé co khoang 20 ty thiét
bi st dung 10T, san pham va dich vu 10T s& dat doanh s& du kiénh trong ndm 1a 437
ty USD. Theo du bao cua Vién nghién cliru McKinsey Giobal Institute, dén nam 2025,
v6i cac cong nghé dét pha, tac ddng clia 10T 1én nén kinh té toan cau 1a 11.000 ti
USD, trong d6 cac nha may sé dat khoang 3.700 ti USD, thanh phd dat khoang 1.700
ti USD, y té dat khoang 1.600 ti USD... Nhing con s nay cho thiy nhirng co hdi I6n
khi dau tu vao cdng nghé IoT.

Tuy nhién, két thic n3m 2016, viéc trién khai cdng nghé 10T van con 12 mot thach
thire d6i v6i hdu hét cac nha san xudt mudhn s6 hda cac san pham va dich vu cla ho.
V6i trén 10.000 doanh nghiép dang trién khai dw an 10T, nhung da phan nhing du
an nay moi & giai doan chig minh kha nang PoC (Proof-of-concept) va mét s6 da
két thiic trong su that vong. Biéu gi quyét dinh su thanh céng cda du an trién khai
cong nghé 10T va nhitng bai hoc kinh nghiém rdt ra 13 gi? DE tra 10 cho cau hdi nay,
nhdm 10T Analytics da thuc hién nghién clru khao sat véi nhiing ngudi cd quyén ra
quyét dinh, & ca phia sir dung va nha cung cap thiét bi 10T va da dic rit ra 6 digu
can Iuu y dé tranh nhiing sai 1am khi trién khai cdng nghé nay.

udc dua IoT d3 va dang dién ra manh mé giira
cac doanh nghiép trén toan thé gidi - nhung cho
dén thdi diém nay, chua thue sy ¢ quy chudn,
khai niém nao vé ToT dugc dua ra. Do vy,
truGc khi bt déu trién khai dy an IoT, cac céng ty cn luu
y dén cac thanh phan chinh cla céng nghé IoT, dé dit
trong tdm nghién clu dy an trién khai vao thanh phan
IoT nao cb thé phat huy thé manh clia minh. Trong thé
gidi két ndi, san pham thidt bj phan cing khong con 13
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cdng cu duy nhdt mang dén Igi nhuan. Thiét bi IoT co
kha ndng ty ddng cap nhat cac phan mém vi th& chiing
s& ¢ vong ddi san pham dai han khi ngudi ding thudng
xuyén dugc trdi nghiém nhitng tinh néing méi. Khéng chi
la phan mém, phan cling tiéu chudn (méy tinh, dién
thoai), giai phap IoT ¢on la cic phédn cing dac thi nhu
camera, ¢bng nghé nhan dang bang sdng vd tuyén RFID
(Radio Frequency Identification), cam bién mdi truding...
Con doi véi doanh nghiép, thiét bi két ndi cling mang dén




kha nang theo doi cac san phdm dé tir dé téng hop, phan
tich dif liéu nhdm dap Ung cac nhu cau cla khach hang.
Kinh doanh trong thé gidi k&t ndi khdng chi gidi han tir
ban san pham vét ly, cac ngudn doanh thu khéc tré nén
n&i bat sau khi san ph&m du'ge ban ra bao gbm cac dich
vy gid tri gia tdng va Ung dung keém theo...

Cho dl cac cong ty dang thuc hién cac giai phap bao
duBng du phong cho nang lugng gid, theo ddi xe trong
chudi cung ing hoiic canh tac chinh xac trong ndng
nghiép... thi v& cgd ban, cing nghé IoT s& bao gom 4
thanh phan chinh d€ tao ra gia tri cho IoT (Hinh 1): Thiét
bi (Device), Truyén thdng (Communication), Cac dich vy
dam may (Cloud Services) va Cac Ung dung
(Applications).

CAC THANH PHAN CHINH TAO GIA TRI
TRONG CONG NGHE IoT

Thiét bi (Device): Ngay nay cd hang ty vat dung, thiét
bi dang hién hitu trén thi trung gia dung va cdng nghé,
& trong nha hodc trén tay cla ngudi tiéu dung. Giai phép
TIoT gilp cac thiét bi théng minh dugc sang foc, két ndi
va quan Iy dif liéu ngi b, con cac thiét bj chua thong
minh thi ¢6 thé dudgc k&t ndi théng qua cac tram k&t ndi.

Truyén thong (Communication}: Nhigu thi&t bi IoT
mdi d& khdng duce thiét k& dé truyén thdng t8i uu vdi
cac dich vu dam may. Céc thiét bi IoT nay yéu cau mét
phuong tién dé truy@n thdng tin cdm nhén & cip thiét bi
tdi mét dich vu dua trén ddm may dé thuc hién nhiing xur
ly ti€p theo. Do d6, cac mang két ndi s& dong vai tro la
mdt trung gian trut 1i€p, cho phép céic vat dung két ndi
véi dién toan ddm may ma van phai dam bao truyén
thdng an toan va dé dang quan ly.

Cac dich vu dam may (Cloud Services): Cac dif liéu
thu thdp duge tir thiét bi dugc truyén dén mét dich vu
dam miy. Tai ddy, thdng tin tir thi&t bi IoT s& dudc tdng
hgp vdi cdc dif liéu khéc trén ddm may dé€ cung cip
thdng tin hitu ich cho ngudi diing. Dir liéu hgp nhat, tly
theo muc dich st dung, s& dudc phén tich va x{ Iy dé& rit
ra théng tin hitu ich.

Cac Ung dung {Applications):Trong bt ké trudng
hgdp ndo, muc tiéu cda cac Ung dung |a cung cap thing
tin mét cach dan gian va minh bach. Bigu nay doi hoi
mét giao dién (ng dung dugc thiét k& va hoat ddng
tét, cung cdp trai nghiém t&i uu trén nhiéu nén tang
thié€t bi - may tinh bang, dién theai thong minh, may
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Hinh 1. Kién tric cdng nghé ioT
{Ngudn: loT Analytics)

tinh dé& ban — v& trén nhidu hé diéu hanh - i0S,
Android, Windows, v.v.,

TRIEN KHAI CONG NGHE IoT: 6 PIEU CAN
BIET TRUOC KHI BAT DAU

C4 thé néi, IoT mang lai rit nhidu cg hdi va song song
véi dé 1& khdng it thach thitc kém theo. BE€ gianh chién
thé&ng trong cudc canh tranh nay, cac cong ty can luu y
6 bai hoc kinh nghiém trong qua trinh tri€n khai céng
nghé ToT (Hinh 2).

1. Sur thay déi vé té chirc va vidn hoa

Khi trién khai du &n ¢dng nghé IoT, sy thay ddi vé to
chifc va vén hoa 1a khong thé tranh khoi. Tuy nhién, cac
cdng ty d3 danh gid thap nhiing tac ddng cua su thay
ddi nay, khién cho qué trinh trién khai du an IoT gap
nhiéu thach thirc. Bay dugc cho 1A bai hge I6n cdn dugdc
rit kinh nghiém triét dé khi trién khai ¢dng nghé nay.

Kércher, Hang san xuft mdy hat byi ndi ti€ng cla
Pirc, & mot vi du. Friedrich Vétker, gidm ddic san phdm ky
thudt s6 cla Karcher cho bidt, khi bt diu trién khai giai
phap quan ly hé& thdng ¢ k&t ndi, nhan vién ban hang
clia hing d3 khdng ¢6 kinh nghiém dé gidi thich vé phan
mém va kha ndng cung cap chirc ndng ao hoa cho khach
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hang. D3ng thdi, néu trudc day chi ban thiét bi mot [an
12 xong viéc, thi nay ho lai phdi tiép tuc hudng din cho
khach hang v& hoat ddng cla thiét bi. Digu nay can ¢d
thi gian dé 1dm thay d8i suy nghi cling nhu nhén thirc
cua ddi ngll ban hang, va dd cling mdi chi la mot trong
nhigu thach thirc ma Kércher dang phai dbi mat.

Nhin chung, mdt sdng kién ToT chinh 1& mét phan cla
su chuy@n d6i sang md hinh cdng ty k¥ thudt s& I6n hon,
Do a6, ddi hoi cic obing ty phdt trién san pham ap dung cic
phugng phap va qui trinh thanh toan linh hoat va nhanh
chéng 8& hd trg thanh todn alia khach hang dya trén dng
ky hodc thdm chi trd theo sir dung {pay-per-use).

2. Du an IoT mat nhiéu thoi gian hon du kién

Khi ndi d&n diBu ndy cd thd mdt s8 ¢ kién cho ring nd
thurc si khong phai 1a ddc rit mang tinh tri tué, nhung
viéc trién khai IoT thut sy m8t mdt thdi gian dai. Theo
nghién clfu clra nhém ToT Analytics, trung binh d& trién
khai IoT mét khoang tir 18 - 24 théng (tinh tr Gc b8t
dau cho dén khi thugng mai hda); ¢d ngoai € nhanh nhat
cling phai mat 9 thang. Ly do thdi gian cla du an bj kéo
dai rat da dang, bao gdm ca cac vdn dé lién quan dén
kinh doanh (nhu khdng ¢ duge ¢d phan tir cic bén lién
quan), ciing nhu cac van dg lién quan dén ky thudt (nhu
khéng két hgp véi mdt cd s§ ha ting d& hb trd gidi phép
cén bang trong kich ban trién khai thuong mai).

3. Khéng c6 san ky ndng cin thiét

Phat trién gidi phap IoT tir d8u cudi dén d3u cudi 8bi
hoi mdt loat cac k¥ ndng, bao gom thiét k& hé thdng
nhang, kién trisc dién todn dam may, nén tang ting dung,
phan tich dir liéu, thiét k& bao mét va tich hgp hé thing
back-end (vi du trong cic hé thdng quan ty ERP/CRM).

Tuy nhién, cac nha sdn xudt cd rat it kinh nghiém
trong viéc két hgp thanh phan cbng nghé chi co trong
IoT nhu cac giao thic MQTT (Message Queuing
Telemetry Transport) hodc AMQP (Advanced Message
Queue Protocol), truyén thdng mang ¢dng sudt thép
LPWAN (Low Power Wide Area Network) va kha nidng
phén tich bién (edge analytics). Nghién ciu cla nhém
IoT Analytics cho thdy khoang cach v& k¥ ndng trong
khoa hoc dif liBu thuc sy déng lo ngai khi trién khai dy
an ¢bng nghé IoT.

4. An ninh khéng du'oc cha y ngay tir dau
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Key tearnings From Recent loT Projects

Organizations! & cuttural change is often underestimated
Changing prople’s mindiet, enabling the organizotion

ioT projects take much tonger than anticlpated
Often 18 months and more

@) (€

)

{
o
)

Necessary tkills are not available In-house
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Unigue combination of hordware, software, and dota expertise regukred
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Security is often an afterthought
Security gets deprioritired to gel the first product out guickly
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interconnectivity issues are a major complexity driver
Protocod tromsietion, budkiing iow-devel connectors
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Scalability becomes an Issue when going to thousands of devices
Hardware not powerful enough, dato modets too sfow, legocy sguloment

Hinh 2. 6 bai hoc kinh nghiém khi trién khai cdng nghé loT
(Ngudn; loT Analytics)

mot vai trd trung tim trong vide phét trién cdng nghé
IoT. Tuy nhién, vdn @& an ninh an toan 33 khdng dugc
quan tdm khi b3t ddu trién khai cdng nghé IoT, Cic tinh
n&ng bdo mat thuding dudc cht bd tir thiét k& ban dau aé
phi hgp vdi chirc n8ng bd sung cho thiét bi. Day ta rao
can A8i vdi viéc s dung rong rdi thiét b nay. Mei ngudi
can y thifc vé an ninh bdo mat, vi nhirng rui ro hién nay
van dang xay ra vdi camera, hé théng ly tm trong nha
may dién hat nhan... va tin tic cling ¢d thé tdn cong cac
méy méc tis cac 15 hdng an ninh,

5. Cic van dé lién két noi 1am gia tdng su’
phdc tap trong trién khai IoT

Khi tai v& mit g dung trén dién thoai, ngudi ding
quan niém ring Ung dung nay A5 s&n sang sif dung trong
vai gidy. Va guan niém nay cling dugc gan cho IoT. Thuc
t& cho théy, viéc chuyén ddi giao thirc van 13 mdt nd e
I&n trong phat tri€n 10T. Qua trinh trién khai cong nghé
IoT cia nhd san xudt thiét bi gbc OEM (Original
Equipment Manufacturers) phai mit gan 4 thang d& phat
trién tat c3 cac chuyén d6i giao thirc ¢3n thiét va tao ra
cac thiét bi va ing dung lam viéc lién tuc.

6. Kha niang mao rong

Kha n&ng md rong 1& mdt vén dé khi hé sinh thdi IoT
cb tdi hang ngan thiét bj két nGi. Trong qua trinh trién
khan cong nghd IoT, cac van dé gia ting s3 lugng thiét bj
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50 véi dy kién ban dau 43 budc phai thay d8i duy an néu
mudn tEp tuc trién khai. Mot nha san xudt ¢6 thé bat dau
vdi hé théng gidm sat mgt s lrgng nhd cac thiét bj, tuy
nhién sau thdi gian str dung ho phat hién ra rdng ¢n ¢b
thém bd vi xr Iy ¢U manh, hay ¢an c6 thém nhifng tinh
nang cho cac thiét bj két ndi... Do d6, ngay tir ban dau
khi thift k& dy an d& phai tinh dén kha ndng md réng
trong tudng lai dé xdy dung kién tric cong nghé IoT
dang module linh hoat.

PHAT TRIEN IoT TAI VIET NAM

10T 13 Ninh vifc mdi trén thé gidi, tt cd cic nuidc, phat
trién hay dang phat trién d8u dang & vach xuat phat khi
budc chan vao inh vuc nay va day 13 ¢d hdi binh ding
cho cac nudc. C6 médt thyt t€ 13, nhitng phan mém cho
Intemet clia van vat s& 1a nhilng phan mém hoan toan
mdi, nhiéu cdng ty ndi tiéng di dau trong phat trién mang
Internet ctia con ngudi nhung chua ¢d ¢dng ty ndo ndi
rdi trong finh vige phit trién phdn mém cho Intemet cta
van vat. Tai Viét Nam, trong nhifng ndm gan dady, nhidu
don vi nghién clru, doanh nghiép d3 bat d3u quan tam
trién khai, phat trién v& (g dung cac cbng nghé mdi lién
quan dén [oT. D6 1a cac giadl phdp vE giao thdng théng
minh, 85 thi thong minh, nhimg ngdi nha thdng minh,
nhitng md hinh néng nghiép thdng minh... DU san phim
dang trong qua trinh nghién cltu hay dugc (g dung
rong rai thi didu nay cho thiy Viét Nam dang chudn bj Gic
didu kién d€ sdn sang bat nhip véi cong nghé nay. Tuy
nhién, cic hé thdng IoT hién ¢6 déu 1a cia doanh nghiép
nudc ngoai, vd doanh nghiép trong nudc mdi chi tap
trung vao ¢ac ng dung trén nén ting di 4dng, méy tinh
v3 chua khai thac hét tinh thdng minh cla cac hé thing
cAm bién hay khai thac dir liéu Idn.

Do vy, trong tuang lai d& tao ddt pha han nira trong
phét trién IoT, cic chuyén gia cho riing Viét Nam can phai
phét huy thé manh gia cdng phdn mém dé séng tao ra
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nhimg sén phim (mg dung trong nudc; dao tao d6i ngh
k¥ su' phdm mém chét lugng cao; hgp tic vdi cac odng
ty, nhom nghién cltu hang dau A€ san xuét ra nhimg san
pham 10T str dung trong nudc cling nhu xudt khiu di cac
nudc trén thé gidi; tap trung dap Ohg nhing nhu cdu ¢
biét d& tao nhimg dong san pham chuyén biét. DE trién
khai thanh cing du an IoT can phai nghiém tic quan ly
nhitng thay ddi trong t8 chirc; kién nhin theo dufi du
n; 13p ban dd v@ nhiimg 15 hdng trong k§ n¥ng cdng
nghé IoT, dao tao ngudn nhén Iuc vdi trong tdm kién thic
méi vé IoT, trao ddi véi cic chuyén gia cdng nghé IoT tir
céc finh visc khadc nhau d€ o kién thirc chuyén sdu; dit
van d& an ninh ngay tU khi bt dau tri€n khai IoT, ap
dung cic bién phap bao mat t6t nhat nhu sir dung qui
trinh khdi ddng an toan, khda nhan dang duy nhét hay
khoanh viing khu vuc tdn cdng; xdy dung hé sinh thai
chuiin héa lién quan dén cic truding hgp sif dung; va cudi
cling mot duy &n IoT o6 thé "bAt d3u nhd nhung suy nghi
phdi I6n”, nghia 1a ¢an tinh kha ndng dép (Mg dugc trong
tuang lai clia du an cdng nghé loT. -

Tai liéu tham khao
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