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TrU~n khai ctmg nghe loT­
Nhiing di~m can IUU y 

>MINH AN 

Internet of Things (loT) Ia xu hU'6ng dang duqc cac doanh nghi$P trong linh \f\IC 

c6ng ngh$ quan tam va aau tu nghien cLI'u. n-ang tuong lai, loT se tham nhaP trong 
m9i linh \f\IC san xuat, giao thong van tai, y te, xay d1,1ng, d'au khi. .. mang I<Ji nhieu 
IQi ich cho ca ngubi tieu dung va doanh nghi$P, va loT se chiem phan 16n trong gia 
trj kinh tetoan cau. 

Thea Gartner, loT se phat trien CI!C ky manh trong nhCrng nam t6i, hinh thanh mQt 
th! trU'6ng thiet bl 16n nhiit the gi6i, den nam 2020, the gi6i se c6 khoang 20 tV thiet 
bj sll dvng loT, san pham va djch vv loT se dat doanh so dl! kien trong nam Ia 437 
tV uso. Thea dl! baa ella Vi$n nghien cLI'u McKinsey Global Institute, den nam 2025, 
v6i cac c6ng ngh$ dQt pha, tac d¢ng ella loT len nen kinh te to~m cau Ia 11.000 ti 
USD, trong d6 cac nha may se dat khoang 3.700 ti USD, thanh ph6 dat khoang 1.700 
ti uso, y te dat khoang 1.600 ti uso ... NhCrng con so nay cho thay nhCrng ca h¢i 16n 
khi d'au tu vao c6ng ngh$ loT. 

ruy nhien, ket thilc nam 2016, vi$c trien khai c6ng ngh$ loT van con Ia mQt thach 
thLI'c doi v6i hau het cac nha san xu at muon so h6a cac san ph am va djch vv ella hQ. 
V6i tren 10.000 doanh nghi$p dang trien khai dl! an loT, nhung da phan nhCrng dl! 
an nay m6i 6 giai do<Jn chLI'ng minh kha nang POe (Proof-of-concept) va m¢1: so da 
ket thilc trong Sl! that v9ng. flieu gi quyet C!jnh Sl! thanh c6ng cua dl! an trien khai 
c6ng ngh$ loT va nhCrng bai hQc kinh nghi$m rllt ra Ia gi? fle tra lbi cho cau h6i nay, 
nh6m loT Analytics da thi!C hi$n nghien cLI'u khao sat v6i nhCrng ngubi c6 quyen ra 
quyet djnh, 6 ca phi a sll dvng va nha cung cap thiet b! loT va da due rllt ra 6 dieu 
can 1uu v de tranh nhCrng sai lam khi trien khai c6ng ngh$ nay. 

C
uQc dua loT da v.3 dang dien ra mr;mh me giiJa 

cac doanh nghi~p tren toan the gi6'i- nhU'ng cho 

d€n thOi die'm n.3y, chlfa thl/C Sl/ cO quy chua'n, 
khili ni~m n.3o ve loT du'!;Jc du'a ra. Do v~y, 

tru'Oc khi b.3t Oau trie'n khai dl,( iln loT, cilc cOng ty_ can lu'u 
Y den cac th<'mh ph'an chfnh cUa c6ng ngh~ loT, de' d~t 
trqng tam nghi€n clr'u dlf an trie'n khai vao th~mh phan 

loT n.3o c6 the' phat huy th€ m~nh cUa min h. Trang th€ 
giOi k€t n6i, san pha'm thi«a bi phan cling kh6ng cOn 1.3 
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cOng Cl,l duy nh.3t mang d€n IQi nhu~n. Thiet bi loT c6 
khil nang tl/ dQng c~p nh~t cac ph§n mem vi th€ chUng 
s€ c6 vOng dOi san pha'm d.3i hdn khi ngu'Oi dUng thu'Ong 

xuy&n du'<;1c trai nghi~m nhG'ng tfnh nang mOi. Kh6ng chi 
1a phiin mem, ph.3n clr'ng ti&u chua'n (may tfnh, di~n 
thoc;~i), giili phap loT cOn 1.3 cac phan cling d~c thU nhu' 

camera, c6ng ngh~ nh~n d9ng bi1ng s6ng v6 tuyen RFID 
(Radio Frequency Identification), cam bien m6i tru'Ong ... 

COn d5i vOi doanh nghi~p, thi€t bi ket n6i cling mang den 



khil nang thea d5i ci!c san ph.3m ae tlr ao tOng hQ'p, phan 

tich dO' li~u nham dilp U'ng cac nhu cau cUa khilch h.3ng. 

Kinh doanh trong the giOi k€t nOi khOng chi giOi h9n tLr 
biln san pha'm v~t IY, cac nguOn doanh thu khilc trO nen 

n6i b~t sau khi san ph.3m dliq'c biln ra baa gOm cilc d!ch 

VI,J giiJ tr! gia tang v;3 U'ng di,Jng k€m thea ... 

Cho dU cilc c6ng ty dang thi,J'c hi~n cilc giili philp bilo 

du'Ong dl,l phOng cho nang lliq'ng giO, thea d5i xe trong 

chuOi cung U'ng ho~c canh tac chfnh xilc trong nOng 

nghi~p ... thl v€ cd biln, c6ng ngh~ loT se baa gOm 4 

th~mh phan chfnh de t<;~o ra giil tr! cho loT (Hinh 1): Thi€t 

b! (Device), Truyen thOng (Communication), cac d!ch VI,J 

dilm may (Cloud Services) va C.3c U'ng d1,1ng 

(Applications). 

CAC THANH PHAN CHiNH T~O GIA TRJ 
TRONG cClNG NGH~ IoT 

Thi€t b! (Device): Ng.3y nay cO h.3ng tY v~t d1,1ng, thi€t 

b! dang hi~n hlr'u tren th! tnJOng gia d1,1ng va c6ng ngh~, 

0 trong nhil ho~c tr€:n tay cUa ngu'Oi tiE!u dUng. Giili philp 

loT giUp cilc thi€t b! thOng minh du'Qc sang IQc, k€t n6i 

va quiln IY dO' neu nQi bQ, cOn cac thi€t b! chu'a thOng 

minh thi cO the du'Q'c k€t n6i thOng qua cac tr<;~m ket nOi. 

Truyen thOng (Communication): Nhi€u thha b! loT 

mOi eta kh6ng dliq'c thi€t k€ ae truy€n thOng tOi u'u vOi 

ciJc d!ch VI,J dilm may. Cilc thi€t b! loT nay yE!u cau mQt 

phlidng ti~n ae truyen thOng tin cam nh~n 0 cap thi€t b! 

t6'i mQt d!ch VI,J dl,la trE!n dam may de thljc hi~n nhCrng xU' 

IY ti€p thea. Do dO, cilc m9ng k€t nOi se dOng vai trb 1a 

mQt trung gian tri,J'c ti€p, cho phep cac v~t d1,1ng k€t nOi 

vOi di~n toiln dam may rna van phili dilm bilo truyen 

thOng an toan vade dbng qu<'m IY. 

cac d!ch VI,J dilm may (Cloud Services): Cilc dC'r li~u 

thu th~p du'Qc tLf thiE~t b! dLtQC truy'€!n d€n mQt d!ch VI,J 

dilm may. T9,i day, thOng tin W thi€t b! loT se du'q'c t6ng 

hQp vOi cac dO' li~u khilc tren aam may de cung cap 

thOng tin hlr'u ich cho ngu'Oi dUng. DO' li~u hQ'p nh.3t, tUy 

thea mi,JC dfch slt dl,lng, se du'Qc phim tfch va xU IY ae rUt 

ra thOng tin hlr'u fch. 

C.3c U'ng d1,1ng (Applications):Trong bat ke' tru'Ong 

hQp nao, mi,Jc tiE!u cUa de U'ng d1,1ng 1.3 cung dip thOng 

tin mQt cilch ddn giim va minh b<;~ch. Di'€!u nay dOi hOi 

mQt giao di~n Lr'ng dl,lng du'Qc thi€t k€ va hor;~t dQng 

tOt, cung cap trili nghi~m tOi u'u tren nhi'€!u nen tang 

thi€t bj - may tfnh bilng, di~n tho<;~i thOng minh, mily 
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Hinh 1. Kiin trUe ding ngh~ loT 
(Ngu6n: loT Analytics} 

tfnh de b.3n - va trE!n nhieu h~ di€u h.3nh - iOS, 

Android, Windows, v.v .. 

TRIEN KHAI CONG NGHe IoT: 6 f>IEU CAN 
BIET TRU'6'C KHI BAT f>AU 

C6 the nOi, loT mang lr;~i rat nhi€u cd hQi va song song 

vOi dO 1<3 khOng ft thilch thlr'c k€m thea. oe gi.3nh chien 

thang trong cuQc cr;~nh tranh nay, cac c6ng ty can lu'u y 
6 b<3i hqc kinh nghi~m trong qua trinh trie'n khai c6ng 

ngh~ loT (Hinh 2}. 

1. Slf thay dOl ve tO chU'c va van h6a 

Khi trie'n khai dl/ an cOng ngh~ loT, Slf thay dOi vetO 

chlr'c va van h6a 1.3 khOng the' tranh kh6i. Tuy nhiE!n, cilc 

c6ng ty aa dimh giil th.3p nhiJng tac dQng ella sl,r' thay 

d6i nily, khi€n cho qui! trinh trie'n khai dl,r' an loT g~p 

nhi€u thilch thlr'c. Dily du'Qc cho 1.3 b.3i hQC \On can du'Qc 

rUt kinh nghi~m tri~t de' khi trien khai cOng ngh~ nay. 

Karcher, H§ng san xu.3t may hUt bi,Ji nOi ti€ng ella 

Dlr'c, 1.3 ~n(lt vf di,J. Friedrich VOlker, giam dOc san pha'm kY 
thu~t sO cUa Karcher cho bi€t, khi bat aau trien khai giili 

philp quim IY h~ thOng c6 k€t nOi, nhan viE!n ban h.3ng 

cUa hang da khOng cO kinh nghi~m de giili thfch ve phan 

mem va khil nang cung cap chlr'c nang ao h6a cho khach 
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h~mg. DOng thOi, neu tnt6'c dfly chi ban thiet b! mQt fcm 
Iii xong vi~, thi nay h9 1-;.i phili ti€p b,lc hU'Ctng dlin cho 

khilch himg ve h~t dQng cUa thiet bj. oreu nay can cO 
thOi gian d€ liim thay dOi suy nghi cling nhU' nh~n thUt 
cUa dQi ngG bim hilng, vii d6 ding mifl chi Iii mQt trong 
nhieu tMch thti'c rna Karcher dang phili dOi m~t. 

Nhin chung, mQt silng kien loT chinh Iii mQt ph'§n cUa 
Sl.f chuy€n dOi sang m6 hinh cOng ty k9 thu~t sOlOn ht1n. 
Do d6, dbi h6i ak OOng ty phi!lt tri€n san pha'm ilp d1,1ng ak 
phu'dng philp va qui trinh thanh toiln linh h~t va nhanh 

ch6ng d€ hli ~ thanh toim ciJa kMch hang dl,l'a tren d~ng 
kY ~c th~m chi tra theo slt dt,mg (pay-per-use). 

2. D!f an loT mat nhl"eu thili gian hctn d!f kii!il 

Khi n6i d€n dieu nily c6 th€ mQt s5 y ki€n cho ~ng n6 

th1,1'c 51/ khOng phili Iii dUe rUt mang tinh tri tui;, nht.tng 
vie<; trie'n khai loT thi{C Sl/ m.3t mQt thb'i gian dili. Theo 
nghien cU'u dra nh6m loT Analytics, trung binh d€ tMn 
khai loT m§'t khoimg tlllB - 24 thilng (tinh tit ltJc ~t 
dau cho d€n khi thU'Ong mql h6a); c6 ngoqi I~ nhanh nhat 
cOng phili mat 9 thimg. LY do thCJi gian cUa dlf an b! keo 
dai rat da dqng, baa gOm ca cilc van de nen quan den 
klnh doanh (nhU' khOng c6 dU'~c a3 phiin tit cilc ben nen 
quan), ding nhU' cilc van de nen quan den k9 thu~t (nhU' 
khOng k€t hc;1p vCfl mOt cd sl1 hq tang de hO tr~ giili philp 
can b~ng trong k!ch ban men khal thU'dng mqi). 

3. Khong c6 sSn kY nang can thii!t 

Philt men giili philp loT tit dau cu5i d€n dau cu5i dOi 

h6i mQt loqt cilc kY n~ng, bao gOm thiet ke h~ thOng 
nhUng, ki€n trUe di~n toan dilm may, nen tang t.'thg d1,1ng, 
ph§n tich dO' li~u, thl€t k€ bilo m~t vii tich h~p h~ thOng 
back-end (vi d1,1 trong uk h~ thOng quim IY ERP/CRM). 

Tuy nhien, cilc nhil san xuat c6 rat it klnh nghi~m 
trong vi~ ket h!;fp th~mh ph'§n OOng ngM chi c6 trong 
JoT nhU' <:ac giao thltc MQTI (Message Queuing 
Telemetry Transport) ho~c AMQP (Advanced Message 
Queue Protocol), truyen thOng mqng cOng suat th§'p 
LPWAN (low Power Wide Area Network) vii khil n~ng 
ph§n tich bien {edge analytics). Nghien aru cUa nh6m 
JoT Analytics cho thay khoilng cilch ve k9 nang trong 
khoa hQC dO' li~u thl,l'c Sl,l' dang lo ngqi khi men khai dU' 
an OOng ngh~ loT. 

Key learnings From Recent loT Projects 

Ofpnltadonll & cull ural chi~ Is often underestimated 
Chftnglrrg ~-. ~ mab1ittQ rhr DrQCnltotb'! 

loT projects take much lont;er than antldpated 
0/WII.! motllhs Grrd mtlfr 

Necesserv skills are not 1Y1fl1ble ln·house 
Unlouf' combinatlotl tJ! ~rr. wftwGrt. tv>d dottJ txPmiJt ~ 

Security Is often 1n 1ftenhouch1 
5«urftv gm tktrtNft/fflJ 1.0 ~ rhfo {lfSt produn our quld:JY 

lnterconnett:lvlty Issues 1re 1 ma}or comple•lty driver 
Prot«<O fl'On$1Gtfo11. building~~ COI'll>t('/.OO 

SCII1bllity becomes 1n Issue when goln& to thouU~nds of dev~s 
HtJr~ nat~ tnough. data modrh tDo •low. Jtv«y ~nr 

Hinh 2. 6 bcH h9c klnh nghlfm khl trlln khal c6ng nghf loT 
(Ngu6n: loT Analytics} 

mQt vai trO trung tam trong viec philt trlen cOng ngh~ 
loT. Tuy nhien, van de an ninh an toan da khOng dU'~c 
quan tam khi ~t dau men khai cOng ngh~ JoT. Cilc tinh 
nang bao m~t thU'~ng dl]\1c c3t b6tll thi€t ke ban cfau df! 
phU h~p vCfl chltc nang b5 sung cho thi€t b[. oay til ri10 
dm c16l vCfl vi~ slt dt,mg rQng rai thiet bj nily. MQi ngU'CJi 
can Y thltc ve an ninh bao m~t, vi nhO'ng rUi ro hi~n nay 
van dang xily ra vCfl camera, h~ thOng ty tam trong nhil 
may di~n hqt nh§n ... va tin ~c cling c6 thf! tan cOng cilc 

may m6c tit cilc 10 hOng an ninh. 

5. cac vail lfi! lii!n ki!t noi lam gia tilng sv 
phU"c ~p trong trii!"n khai loT 

KhJ tili ve mQt t.'thg dt,mg tren di~n thoqi, ngU'CJi dUng 
quan ni~m ~ng t.'fhg dt.~ng nily da s.§n silng s(t d1,1ng trong 

viii gi§y. Vii quan ni~m nfly c0ng dU'c;1C giln cho loT. Thl/C 
te cho tnay, viec chuyen dOi giao thltc van Iii mQt nO life 
l~n trong phat men IoT. Qua trinh men khai cOng ngh~ 
loT cUa nha san xuat thi€t bj g& OEM {Original 
Equipment Manufacturers) phili mat g'§n 4 thilng c1e phcit 

men tat ca cac chuyen c10i giao thltc can thiet va tao ra 
cllc thiet b[ va (tng d~,Jng tam viec nen ti,Jc. 

6. Kha nang ma f9ng 

Khil nang met r0ng Iii mOt van c1e khi h~ sinh thai loT 
4. An ninh khong t!u'f/c chu y ngay hi' diiu 00 tCfl h.3ng ng.3n thiet bj ket n5i. Trong qua trinh men 

DO' li~u toan cau va an ninh thi€'\-·bj-cin-phflnt6fl~f""kh~ii"Ce;rlg ngh~ JoT, cac van de gia 'tAng s01l]\1ng thi€t bi 
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so v{Ji dtf kien ban .:tau c:~a bu(K: phili thay t10i dtf an neu 
muOn tiep tl,Jc trh~n khai. MQt nhil siln xu§'t c6 the ~t c:rau 
vC1i h~ thOng giilm silt mQt sO h.fr;tng nh6 die thiet bj, tuy 
nhien sau thb'i gian sil dt.Jng hQ philt hi~n ra r~ng can c6 
them bQ vi xi!IY dU m~nh, hay can c6 them nhU'ng tfnh 
nang cho cac thiet bj ket nffi ... Do t16, ngay tU' ban dau 
khi thiet ke dtf an di!i phai tinh den khil n:ing mO rQng 
trong tu'dng lai de xay dt,rng kien trUe c6ng ngh~ loT 
d;;mg module linh h~t. 

PHAT TRIEN loT Tl;\1 VI~ NAM 

loT 1.3 linh vt,(c m{Ji tren the giC1i, tat cil cilc nuU'c, phcit 
trlen hay dang philt men d'eu dang (j v~ch xuat philt khi 
bltOc chan vilo linh vtfc n.3y v.3 day 1.3 ed hQi b]nh d~ng 
cho cilc nuU'e. C6 mQt tht,rc te 1.3, nhU'ng phan m'em cho 
Internet cia vc;~n v~t se 1.3 nhU'ng ph'§n m'em ho.3n to.3n 
mC1i, nhieu c6ng ty nOi tieng di .:tau trong philt men m{lng 
Internet cia con ngU'O'i nhlfng chll'CI c6 c6ng ty nao nOi 
trQi trong linh vt,(e phat trie'n phan m'em cho Internet cia 
VCiln v~t. Tc;~i Vi~t Nam, trong nhU'ng n:im gan day, nhieu 
ddn vj nghien a'tu, doanh nghi~p di!i ~t dau quan tam 
tri€n khai, phat tnen vii tJ'ng d1,10g cilc c6ng ngh~ mffl lien 
quan den IoT. E>6 til die giill philp v'e giao thOnQ thOng 
minh, dO thj thOng minh, nhU'ng ngOi nh.3 thOng minh, 
nhU'ng m6 hinh nOng nghi~p thOng minh ... DU siln pha'm 
t1ang trong qua trinh nghien eltu hay du'Qc U'ng d1,1ng 
rQng ri!ii thi dieu nily d'lo thay Vi~t Nam t1ang d'lua'n b[ cile 
dieu kien d€ san silng ~t nh[p vC1i c6ng nghe nily. Tuy 
nhien, die h~ thOng IoT hien c6 d'eu ta cUa doanh nghiep 
nu'Oe ngoat, va doanh nghi~p trong nu'Cfc mCfi chi ~P 

trung vao cac U'ng dl,mg tren nen t'mg di dQng, may tinh 
vii chU'a khai thile het tinh thOng minh cia cile h~ thOng 
cam bh~n hay khat thck diJ tieu tOn. 

Do v~y, trong tu'Ong tai de ~o dQt phil hdn nO'a trong 
phat men loT, cile d'luyen gia cho rang VietNam can phili 
phat huy the mc;~nh gia cOng ph'an mem de silng ~o ra 

Tiii li~u tham khiio 
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nhU'ng san pha'm U'hg d1,mg trong nuU'e; dilo ~o dQi ngO 
kY slf ph'am mem chat llfe1ng cao; hflp tic vC1i die c6ng 
ty, nh6m nghien cltu hilng d'au d€ stm xuat ra nhU'ng san 
pha'm loT sildt,mg trong nuU'c cOng nhlf xu§'t kha'u di die 
nu'Cic tren the giC1i; ~p trung dap U'ng nhU'ng nhu cau di 
bi~t de ~o nhU'ng dOng san pha'm chuyen bi~t. o€ trie'n 
khai th~mh cOng dtf an loT can phai nghh~m rue quan IY 
nhU'ng thay dOi trong tO chile; kien nhan theo t1u0i dtf 
an; t~p ban dO ve nhD'ng tO hOng trong kY nang cOng 
ng~ loT, dilo ~o nguOn nhan ltfC v6'i trQng tam kien thilc 
m6'i ve loT, trao c!Oi vC1i die dluyen gia c:Ong nghe IoT tit 
die linh vt,rc kMc nhau c!€ c6 kien thilc chuyen sau; c!~t 
van c!'e an ninh ngay tit khi ~t crau tri€n khai loT, cip 
d1,mg cae bien philp bao m~t tOt nhat nhlf sil dt,rng qui 
trinh khC1i c!Qng an tOOn, kh6a nh~n d9ng duy nh§'t hay 
khoanh vtJng khu Vt,(C t§'n c0ng; x§y dt,(ng he sinh that 
chua'n h6a lien quan den die tniO'ng hQp stJ dt,mg; va OJOi 
cisng mQt dtf an roT c6 th€ "~t dau nh6 nhlfng suy nghi 
phili ICfn", nghia ta can tinh khil nang dilp U'ng du'Qc trong 
tu'Ong lai cia dtf iln c6ng nghi:: loT.·:• 

{ 1) https://iot·analytics.com/iot-security-lessons·from·recent-lot-projects 
[2] http://khoahocphattrien.vn/plc859/cong-nghe.htm 

[3] http://intelligentproduct.solutionS/blog/intemet-of·thlngs-4-key-elements 

[4) http://vtv.vn/cong-nghe 

[ 5] http://konexy. vn/phat-trien·intemet-of-things-o-vlet-nam-bon-be-kho-khan.html?lg =vn 
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