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Su d~ng van, tay va he m~t RSA de bao m~t 
A A. ? - A 

HE THONG CO SO DO LIEU 
~ A • 

DANTOC 
• 

>HOANG VINH HA*, TRJNH VAN ANH** 

C6ng ngh$ th6ng tin ngay cang tro thanh m9t trong nhCrng d¢ng l\fC quan tr0ng 
doi vrn Sl! phat trien Kinh te- xa h6i. cung vrn Sl! phat trien cua may tinh di$n ill, 
truyen th6ng ph at trien Keo thea Sl! ra dili va phat trien cua mang may tinh, tCr 
cac m;mg eve b¢, m~ng di$n r¢ng cho t6i m~ng toan diu Internet va xa 16 th6ng 
tin. Vi$c th6ng tin chuyen sang d~ng so va Ket noi m~ng da lam thay doi su 
chuyen h6a cua nen Kinh te, cac d~ng the che, cac moi quan h$ va ban chat cua 
ho~t d¢ng Kinh te- xa hQi va c6 anh hu&ng sau s5c den hau het cac linh V\fC ho~t 
d¢ng va dili song con ngllili, trong d6 c6 ho~ d6ng giao dich ca so dCr li$u. fle 
nhCrng giao djch ca so dCr li$u d~ dLIQC IQi ich t6i da, vi$c tim lili giai cho bai toan 
dam baa an ninh an toan th6ng tin cho dCr li$u Ia rat quan tr0ng. Trang d6, c6 9 
yeu to dm dLIQC dam baa d6 Ia: Baa v$ toan v~n ca so dCr li$u; Baa v$ chong truy 
cap trai phep; Baa v$ chong suy dien; roan v~n dCr li$u thao tac; roan v~n ngCr 
nghia cua dCr li$u; Kha nang luu vet va kiem tra; xac tihl!c nguili dung; Baa ve dCr 
li$u nh~y cam; va sao v$ nhiE!u mtic. 

Dl!a tren nhCrng nguyen t5c chung doi v6i viec baa v$ ca so dCr li$u, nh6m tac gia 
de xuat giai phap KElt hOP sinh tr5c hoc ( cv the Ia nh;ln d~ng van tay) va h$ ma 
c6ng khai RSA de h$ thong ca so dCr li$u Dan t¢c c6 tinh an toan cao han. 

1. TONG QUAN VE H~ 
MA RSA VA NH~N D~NG 
VAN TAY 

H~miiRSA 

* Trung tam Th6ng tin - (Jy ban D.§n tQc 

RSA 1.3 mQt trong nhO'ng cd che 

khoa cOng khai dau ti&n dlfO:c philt 
trien v.3o nam 1977 bOi Ron Rivest, 

Adi Shamir vil Len Ad Ieman t<;~i MIT 

va xuat ban ian dau vao nam 1978 1.3 

** TrlfOng D<;~i hQC Viin h6a The thao vii Du ljch Thanh H6a 

RSA (ten viet tat ella ba tile gio3). RSA 

1.3 m9t thu~t toan rna h6a kh6i, trong 

d6 cac bim r6 va bim ma Ia de sO 

nguyen giii'a 0 va n - 1. 
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Thu~t toim ~o khoil nhu' sau: 

1. De' ~o ra mQt ~p kh6a RSA, 
tn.tO'c het, chqn hai sO nguyen 
tO dU 16'n p va q. Tinh n=p*q va 
O•(n) = (p-1)(q-1) 

2.Chon mQt s5 e sao cho e va 
O•(n) = (p-1)(q-1) Ia hai s5 
nguyen t5 cUng nhau. Tim s5 d 
sao cho ed = 1 mod (fl(n). KY 

hi~u "mod m" bieu dien phep 
modulo t:ren cd s5 m. 

3.Khoil COng b5 sO n va kh6a 

c6ng khai (Public key): (n, e) 

trong danh b~ khoa c6ng khai 
Kh6a bi m~t (Private) 1.3 tO hQ'p 

(n, d). 

4. Vi~c rna h6a mQt khOi thOng tln 
g5c M dU'Q'c thi/C hi~n theo OOng 

thltc: 

Ngu'Cfl gU1 A nh~n khoil c6ng 1 

khai aia ngu'Oi nh~n (n, e) 

Ngu'Oi gU1 A bie'u diffi thOng tin 
din gUII:hanh s5 M (0 :5 M :S n--1) 

Mahoa C= M•modn 

s.va qua trinh glili ma c dU'Q'c 

thl,l'c hi~n theo c6ng thltc: 

M = Cdmodn 

Nh~n d~ng van tay 

V§n tay Iii mQt d~c diem sinh tr~c 

hQC cUa con ngu'b'i, nh~n dQng van 

tay 1a h~ thOng xac thi/C mQt ca nh§n 
~ng t:ach tim kh¥m va dOi simh d~c 
tinh d§'u van tay cia ngu'O'i dUng vi1l 
toiln bQ cilc mau Sinh tr~C ~lfc;tC lu'u 
giO' trong cd sl1 dO' li~u. Cd sl1 nh~n 
d~ng vfin tay 1.3 nhO'ng d~c dh!m 
neng bi~t trong cau ~0 cUa cac vfin 
tay khilc nhau. oau van tay cUa mOi 
c.a nhfin Ia dQc nhfi't. xac suat hal ca 
nhfin • th~m chi ngay ca anh em 

(h~c ch! em) sinh dOi cUng tnffig • 
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c6 cUng mQt bQ dfi'u van tay 1.3 1 tren 
64 ti. Ngay dl cilc ng6n tren cUng 
ban tay cling c6 van khac nhau. oau 
van tay cUa mOi ngU'O'i 1a kh6ng dOi 
trong suOt cui,k: dCti. Ngu'O'i ta c6 the 
1.3m phau thu~t thay da ng6n tay, 
nhu'ng chi sau mQt thO'i gian dfi'u van 
tay 1~1 du'Qc hOI ph1,1c nhu' ban dau. 

D'fiu tien mQt ngu'O'i se cung c$p 
dfi'u van tay cUng v(fl thOng tin h~c 

d~c cflem ca nhan cUa ngu'O'i d6 nhu' 
hQ ten, ng.3y sinh, que qulin ... (trong 
chlr'ng minh thu') h~c 1.3 User name, 
ten tal khoiln, c.ac quyen h~n c:Ua 
ngU'O'l d6, ... (trong bilo m~t). Bu'O'c 
nay nh~m ~0 ra mQt Cd s(j dO' li~u 
tu'dng U'ng dfi'u van tay va cac ~~c 
die'm lien quan. Nguyen IY cd ban cUa 
he thOng nay 1a sU' d1,1ng cAc diot philt 
sang de' truyen cac tia g'fin hOng 
ngo~i (Near Infrared NIR) t(fl ng6n 
tay va chUng se ~u'c;tc hfi'p th1,1 l~i b6'i 
hOng tau trong milu. VUng cilc tia b! 
hfi'p tht,J ~ tMnh vUng tOi trong hinh 
imh va du'Q'c cht,Jp l~i bOi camera 
ceo. Sau d6, hinh ilnh du'c;tc xU' 1Y va 

~o ra mau vfin tay. Mau van tay du'Qc 
chuye'n ~Oi thilnh tin hi~u sO va 1.3 dO' 

li~u de nh~n d~ng ngu'b'i sit d1,mg chi 
trong vOng chu'a de'n 2 gifiy. COng 
ngh~ truyen ilnh sang aia Hitachi cho 
phi!p ghi l~i rO net se1 dO van nhO ~Q 
tu'dng phim cao va kha n~ng tu'dng 
thich v(1j moi l~i da tay, ke' ca da 
khO, da Oau hay c6 vet ban, vet nh:in 

h~c b! khiem khuyet do ~o hoil tren 
be m~t aia ctk ng6n tay. L~ng dU' 
li~u nhO d6 1a can cti' cho vi~ nh~n 
d~ng va ~o nen mQt h~ thOng nhO 
gon, an toiln, than thi~n va nhanh 
nhat tren th€ gl(fl. H~ thOng nay c6 
the' lu'u trii' tlt 6.000 • 8.000 van ng6n 
tay trong mQt may va mOi ngu'O'i c6 
tht! du'Qc nh~n d~ng b6'i 1 trong 5 
vfin ng6n tay khck nhau da cUing kY 
tru'O'c ~6. lfu dit!m vu'Q't: trQi cUa h~ 
thOng nay 1.3 chi tu'dng tac v(fl cd tht! 

sOng nen vi~ bAt chu'O'c, giil m~o 
h~c ~n ~P dO' neu 1.3 dfeu hOOn tOOn 
ba"'t khil thi. FVB ra dO'i hOi dau n~m 
2006, ~a nhanh ch6ng th.3nh c6ng ~~ 
thj tru'Ctng Nh~t Ban, Slngapor, Trung 
Qu& ... Hi~n nay, tren th! tru'Ctng the 
gi(fl da c6 ban nhreu l~i thlet b! ch1,1p 
van tay (fingerprint reader, fingerprint 
scanner) vO'i c.ac chfi't lu'c;tng khac 
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Hinh 3. Qud trinh t~o bit tlld6u vdn tay 

nhau. MQt s6 imh van tay du'Qc dlt,~p 
tit dtc thiet b[ n.3y trong Hinh 1. 

oau van tay se du'Qc du'a thu 
th~p tit mQt cam bien (sensor) dE! d6i 
chieu vOi co sO diJ' li~u cac van tay 
dE! truy ra clc d~c dh~m muOn truy 
xu.§'t. Vi~ d6i sanh anh van tay can 
nh~n d{mg chi can du'Qc tien hanh 
tren cac van tay (c6 trong cd sO diJ' 
li~u) thuQc l09i da dU'QC xck d!nh nhb' 
qua trinh ph§n 109i. nay Ia giai d09n 
quyet d[nh xem hal anh van tay c6 
holm toan gi6ng nhau hay kh6ng va 

dlicl ra ket qua nh~n d;;~ng, tU'c 1.3 imh 
van tay can nh~n d;;~ng tu'dng ling 
vCti van tay cUa c.a thE! n.3o da dlfc;1c 
lu\J trU trong cd sO diJ' li~u. 

2. H~ THONG AN TOAN KET 
Hg'P ~INH TAAC HQC 'fA _ 
HE MA RSA CHO CO" SO" 00' 
Li~u DAN TQC 
M6hinh 

H~ thOng van tay RSA baa gOm 2 
modul chinh ta modul van tay va h~ 
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m~t rna RSA. OE! ~o ra du'Q'c h~ 
thOng an toiln dlfa tren d~c diE!m 
sinh hQC tren cd thE! ngu'01 ket hQp 
vOi h~ m~t rna kh6a cOng khai RSA 
nhu' Hinh 2, clc modul van tay dl/<1 
tren c.ac d~c diE!m rieng, vvn v~t cUa 
van tay nhu' diem chet, t11E!m cao, tan 
s6 van. Modul tOng hQp 1.3 modul ket 

hQp giii'a M~t rna RSA v.3 Sinh tr~c 
hOC, ~~ modul n.3y Slf ket hQp gliJ'a 
sinh tr~c hoc va m~t rna RSA 1:90 nen 
h~ thOng kh6a sinh tr~c ket hQp RSA. 

Qua trinh t{lo bit tU" dffu 
van tay 

Ban g5c van tay du'Qc lu\J trU l.§'y 
theo d[nh danh van tay xck thlfc chU 
the ngu'Oi c6 van tay g5c sau t16 
chuyen h6a, loc, tach c.ac chi tiel: vun 
v~t, c.ac d~c diem khilc nhau. Chuyen 
d6i c.ac chi tiel: Vl,Jn v~t va l~p bim dO 
chi tiet vt,~n v~t vao mimg 30. Tlt 
mimg 3D de d[nh IU'c;1ng Mimg va 
chuyE!n h6a sang mi'mg bft (Hinh 3). 

H~ thOng xac th{lc van tay 

Bu'Ctc 1: O.§'u van tay du'c;tc ket 
hc;tp vOi thu$t toim RSA rna h6a cOng 
khai (Ct d.3y d.§'u van tay du'Qc xac 
thl/C d[nh danh) sau d6 ket hc;fp RSA. 

Bu'Ctc 2: Sau khi kh6a du'c;tc ket 
hQp hinh thanh dU'c;1c tich hc;tp trong 
th€: Bio nhu' Hinh 4. 

Bu'Ck: 3: DU'Ii~u tich hQ'p trong the 
Bio dl.I1;1C: xilc thl/C l~i ~ng kh6a van 
tay xtk thl/C (neu xac thl/C th~mh 
cOng) cho phep giai rna kh6a K de 
d,ng n~p vao ~thOng cd siJ dU' 1~. 

HoiJt 69ng cua H~ thong 
ke't h{fp sinh trAc h9c va 
m~tm§ht;Jc 

H09t dQng cUa he thOng nhu' sau: 

1. Ngu'01 dUng quet van tay. 
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--------------------------------, --------------------------------, " ' ' ' 

XOR 1-b 

' bio-KJI 

' 

GaimlRSA 

K 

• ' ' ' [

IOOIII···IOIIXXJIO]: 
OIOOII···OIIXXJIOI 

01 :OII·:·IIOI~HXl 
011111···01011001 

[
100111·-IOIIXXll~ 010011 .. ·01000101 

01~011·:·1101~100 
011111 ••• 01011(1(11 

K' 

2. O~c tn.tng vfin tay (Minutiae) 
cUa ngU'Oi dUng dU'r;fc sinh ra. 

3. Minutiae du'Qc gltl cho User 
Registration. 

4. Minutiae (1\tr;tc m§ h6a b:ing 
password cUa ngU'Oi dUng. 

5. ~m password cUa nglf{fl 
dUng. 

6. Gti'i user cho Database access. 

7. GU'i ma bam password cho 
Database Access. 

8. T"o profile tt'! thOng tin cUa 
ngu'b'i dUng. 

9. Glti profile cho Database 
Access. 

10. GU1 Minutiae da rna h6a cho 
Database Access. 

11. Database lu'U trU tat cll die 
thOng tin nh~n dU'Qc cUa ngiJ'Oi dUng 
va cho phep vao h~ thOng. 

3. MO HINH H~ THONG 
CSDL DAN TQC 

an a/ tit b.31 toim tren, bh~u dO 
phiin tich hi; thOng nhU' sau: 

Ngu'Oi slt dt,mg A c6 kh6a chung 
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Hlnh 4. Qud trlnh xdc thife vdn toy 

ff 
Passwonl 

ChU)"iD b6a dl!'61 df!ll 
bft 

"'"" ~,..,. 

I I ·Dingld CSDL 

·~ "'"""" • "'"' I IL..r- "'""'"' 
1: Use1 I··· """" Jl 

""""" 1+- Gi8im6 

. 

' t 
KaauA -Hinh S. Sct66 h~ rh6ng ddm bdo an todn cctsil dilli~u tlch ht;fP sinh trdc h~JC 

1.3 "abcxyzz" (do du'Qc c§"p) rna h6a 

dO' li~u (thOng tin tai khoiln va m~t 

kh.3u) gU1 tffl h~ thOng kie'rn soilt 

quyen truy ~P B. 

H~ thOng B glti tCti ·server C xilc 

nh~n quyen nh~n kh6a bi rn~t MK. 

Server C xilc nh~n h~ thOng B, c§"p 

mQt ran duy nhat kh6a r1eng bi m~t 

MK chi t1u'Qc slf dt,mg cho A. H~ 

thOng B IU\J lq;l kh6a rieng va gi.3i rna 
dO' li~u mOi khi nh~n dO' li~u oa du'c;tc 
rna h6a lit A. 

Gi.3i rna xong dO' li~u (thOng tin 
tai khoiln va m~t kha'u), h~ thOng B 

so simh vffl dO' li~u (1,3 tlu'QC IU\J trii' 
tru'6'c t16 cUa A. 

Neu dUng cho phep slr' dl.}ng d!ch 
VIJ. Sai thi lit chOi djch Vl,J. 



Dfiu vfin tay 
ngtrOi ~ir d\lng 

Server (C) qufm If t{lo 

"'"' 

YCu cAu 
x6c minh 
Qu,i" Kh&a rieng 

""'" "'"' rifng 

Giri Yl!u cfiu sir dvng 
djch vv dii mfi h6a 

- X6c minh ngubi dUng 

He th6ng 
(B) 

-ThOng tin tai khoSn : thai ginn ~ir dvng, 

CSDL 
Dfin l{k 

quyen sir dvng ... 

Hlnh 6. Srttf6 phdn tfch hf th6ng CSDL Ddn t"c 

T8i li,u tham kh8o 
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KETLU~N 

Trong khuOn kh5 eac nghien a.i'u 
cUa oe tai "Nghien cU'u giili philp 

tling cu'C1ng U'ng dvng c6ng nghe 
thOng tin phi,IC VI,/ ph.3t tnen klnh te' 

- xa hQi va bilo dilm qu& phOng, an 

nlnh vUng dan tQc thieu sO va mien 
nUl", bai bilo de xuat phu'dng phap 

ke't hQ'p nh~n dii!ng van tay va he rna 
RSA de dilm bilo an ninh cho He 

thOng cd sii dii' ueu Dfin tQc. Phu'dng 
philp nily k€t hQ'p du'Q'C U\J diem oJa 

dau vfin tay va RSA trong vie<: nh~n 
thl/c ngu'Oi dUng, giUp He thOng cd 

sii dii' lieu Dfin tQc du'Q'C xftc thi/C an 

toiln hdn va bilo m~t tOt han. Tuy 
nhlen, trong phu'dng philp cUa minh, 
nh6m tac giil c6 h;;m che trong each 

xlt IY dau vfin tay r6 net, chinh xac 
vii each kiem tra chu'Ong trinh dau 
van tay sau khl rna h6a. Trong hfdng 

lai, nh6m tac giil se ti€p ti,Jc nghien 

a.i'u each kie'm tra, kie'm soat lii!i qua 
trinh rna h6a ket hQ'p RSA vii sinh 

tr~c hQC b~ng thu~t toim tinh toim 
nhfeu bu'~c; Giilm thie'u nhieu do ilnh 

van tay, cMt IQC chinh x.ic dau van 
tay. DOng thO'i se nghien a.i'u sfiu hdn 
de tfch hQ'p eac thiet b! PKI (Public 

Key Infrastructure) ti;io thfmh he 
thOng BloPKI hoiln chinh dilm bilo an 
toan an ninh dii' ueu bang sinh kh6a, 
bao m~t kh6a qua PKI.-:· 
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