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An ninh trong loT 
>ThS. f>AO MANH TU, TS. NGUYEN CHIEN TRINH, 

'• , 
ThS. TRJNH HONG HAl 

M~ng v~n v(it (Internet Of Things- loT) Ia m¢1: c6ng ngh~ tien tien mang l~i nhieu 
IQi ich cho ngU'Oi dung. ll'ong tuong lai, m6 hinh loT se lien quan cten hang tV thiet 
bj thong minh v6i kha nang xllly, cam bien va ket noi Internet. ruv nhien, van de 
bao m(it va rieng tu Ia m6t thach thllc 16n doi v6i loT. M¢1: h~ thong loT n6i chung 
dU'QC chia lam 3 16p chinh Ia: nh~n thllc, v~n chuyen va Ling dung; mi'ii 16p c6 nhfrng 
thach thllc an ninh rieng. Bai bao phan tich nhfrng moi de doa an ninh chinh cua 
loT tren ca 3 16p, cac hinh thllc tan c6ng pho bien tren cac 16p, m6 hinh bao m(it 
clAva nhfrng yeu cau doi v6i cac giai ph;lp an ninh tren loT. 

V
an 0e an ninh trong loT 
dang tOn t<;~i nhi€u thilch 
thlr'c, bdi vi~c thi€u cac tieu 

chuc3n chuyen bi~t, cc\c 
thi€t b! c6 nguOn nang hJQ'ng h;~m che 
va cOng ngh~ khOng dOng nh.3t, 
ngoai ra, cac thiet bi loT tOn t9i 
nhi€u 10 hOng. Tren thtjc te, vao cuOi 

nam 2016, d.3 c6 c<k cuQc tan cOng 
DDoS vao cac nha cung dip DNS 
Dyn {hQ tn;1 ci3c n€n tang v.3 djch Vl,l 
Internet quan trqng nhu' PayPal, 
Twitter, VISA ... ) thOng qua m<;mg 

botnet khi€n cho m9t sO lu'Q'ng iOn 

cclc thiet b! loT de bj tOn thu'dng 

(nhu' may in, camera IP, ... ) aa b! 
nhiem ph".3n m€m dQc hr;~i Mirai. COng 
trong thOi gian nay, cclc nh.3 nghien 

clru da philt hi~n m9t 10 h6ng trong 

giao thlr'c Zig bee, va thlr' nghi~m vi~ 

slr' dt,mg mily bay kh6ng nglfOi lili tan 

c6ng mQt b9 bOng den thOng minh 

Philip trong mQt thclp van phOng, 1.3y 

nhil!m cilc bOng den b.3ng llo;;~i virus 

cho phep ke tan c6ng b~t tat den 

thimh tin nhan 505 bang ma Morse, 

hdn th€ nCi'a, phan mem dQc h;;~i nay 

cbn c6 the' lay ian nhlf mQt mam 

b~nh giG'a cac thi€t b! 1.3n ~n. 

cAc MOl flE DQA flOI VOI 
H~THONG loT 

MQt h~ thOng loT nOi chung c6 

the' dlf~c m6 til day dU b.3ng 3 lOp 

chinh: Nh~n thtfc, v~n chuye'n vii 

U'ng dt,mg. MOi lOp h~ thOng cO 

nhG'ng c6ng ngh~ Cl,l the' cUng vOi 

nhG'ng van de an ninh rieng, nhlf 

dlf~c the' hi~n trong Bilng 1. Tren 

thl,l'c te, cac van de an ninh cUa mOi 

lOp dlf~c ph.3n tfch rieng de' tim ki€m 

cac gicli philp mOi vii khil thi. 

Lap nh~n thli'c 

LOp dau tien liEm quan d€n cam 

bi€n v~t IY loT lilm nhi~m Vl,l thu 

th~p va xU' IY dG' li~u, slt dt,mg cilc 

c6ng ngh~ khilc nhau nhu': nh~n 

dr;mg tan sO v6 tuy€n RFID (Radio 

Frequency Identification), WSN 

(m;;~ng cam bi€n kh6ng d.3y), m;;~ng 

cam bi€n nh~n d;;~ng tan sO v6 tuy€n 

RSN (RFID Sensor Network) va GPS. 

LOp n.3y g'Om c;k dim bi€n va cd t:au 

kfch dQng (actuators) thl,(c hi~n cac 

phE!p do khclc nhau (nhl$t dQ, gia 

tOe, dQ a'm ... ) va cilc chlr'c nang nhlf 

truy van vj trf, dieu khie'n tLt xa. Do 

sl,( h;;~n ch€ ella nguOn n.3ng llf~ng 

thi€t bi, cau trUe t6 chlr'c ph.3n ph6i, 

cilc mOi de dqa an ninh chfnh d€n tLt 
nhG'ng van de sau: 

- c:ac tan c6ng v~t IY: Kie'u tan c6ng 

nay q;p trung vao ph'.3n cUng thi€t bi 

cUa h~ thOng loT va ke tan c6ng phai 

c6 k€t nOi v~t IY h~c nam trong h~ 

thOng loT de' thl,(c hi~n tan c6ng. MOt 

s6 vi dl,l ve kie'u t§'n c6ng nay: 

+ Giil m;;~o nUt: Ke tan c6ng c6 
the' g.3y thi~t h;;~i cho nUt cam bi€n 

b.3ng cilch thay th€ tofm bQ ho~c mOt 

ph'.3n cUa nUt, ho?c th~m chf truy ~p 

va thay d6i cilc thOng tin ·nh;;~y cam 

nhu' m~t ma dUng chung hay bilng 

d!nh tuyen. 

+Chen ma dQc h;;~i: Ke tan c6ng 

chen trl,l'c ti€p ma dQc h9i vao nUt de' 

giUp x.3m nh~p vilo h~ thOng loT. 

- . ----------. 
~ ~ . 
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+ M90 danh: Xilc tht,It trong mQt 
mOi tnti1ng phOn tan Ia rat kh6, c!leu ~6 
cho phep cilc nUt dQc ~i slt d1,1ng giil 
mc,o n~n ~ng cho cac OJQc tan cOng. 

- Tan cOng tit ch5i d!ch vv DoS: 
K€ tan cOng khai th<k kha n~ng xlt IY 
hG\.J h;;m o.Ja cac nUt, lilm cho ch(mg 
trO thanh khOng khil dt,mg. 

-Tan cOng djnh tuyen: Cilc nUt 
t1Qc h~i trung gian c6 the slr'a dOi 
Cl'ltCing dAn djnh tuyen trong qua 

trinh thu th~p va chuyen ti€p dii' lieu. 

- Cilc tan cOng chuyen dO' li~u: 
cac cuQc tan cOng kh;k nhau ve tinh 
baa m~t va tinh toan v~n trong qua 
trinh truyen dO' li~u (vi d1,1: Sniffing, 

Man In The Middle). 

LUp v~n chuyeir 

LOp v~n chuyen chU yeu cung 
c..lp mOl tntC1ng ti€p ~n cho lOp nh~n 

thti'c. MI,IC dich aJa IO'p nay lfi truyen 
tili thOng tin thu th~p dl!Qc tlt ICfp 
nh~n thU'c tCti cck h(= thOng xlt IY 

thOng tin Cl,l the thOng qua cilc miilnQ 
truyen thOng hi~n c6, baa gOm ca 
mii!nQ truy nh~p (3G, Wifi, Ad Hoc) 

h~c mo\109 IOi (Internet). 6 lOp nay, 
die mOi de dQa an ninh chfnh 1.3: 

- T§'n cOng d!nh tuyE!n: cac nUt 
dQc hc;~l trung gian c6 the slta dOi 
du'Ong dan d!nh tuyen trong qua 
trinh thu th~p va chuyen ti€p dU' li~u. 

- Tan OOng tit ch5i d!ch V1,l DoS: 
KE! tan OOng khai thtlc kha ri~ng xiJ IY 
hihJ h;;m c:Ua cilc nUt, 1.3m cho chUng 
trtf tMnh khOng kM dt,mg. 

- cac tan cOng chuyen dU' li~u: 
cac cuQc tan cOng khck nhau ve tinh 
b.30 m~t vf:l tinh to,3n VE;!n trong qua 
trinh truyen dU' li~u (vi d1,1: Sniffing, 
Man In The Middle). 

Utp U'ng d1,mg 

l6'p ling dt,mg cung cap cilc d[ch 
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l LO'p lr'ng d1,1ng 

Oe dQa an ninh chinh J 
RO ri dii' ueu -~--!) 

T§'n cOng DoS 
~--~Chen rn-a ~~&;-:_ :___ __ ___, 

-
ran cOng d[nh tuyen 

~- ·- -Tan cong DoS -~--,] 

ran OOng ~e~ifu 
LO'p v~n chuyen 

_ _Tan cOng v~t IY J 

[_ M90 danh 

~--~Tan OOng DoS ~-] LO'p nh~n thiic 

ran cOng djnh tuyen 

L~~-------~~~-T:;ii::_n~co::;·~n-g ~ye'ild5' 1-i,-~o:u-:--,J 

Hinh 1. M6 hinh CIA 

V1,l thOng minh ch.3t lu'~ng cao theo 
yeu iau cUa khtlch h.3ng. Nhleu mOi 
tntOng loT khck nhau (nhu' nha mtly 
thOng minh, tMnh phD thOng minh, 
ch~m s6c sltc khOe thOng minh) c6 
the du'c;fc thl,fc hien 6' IC1p n.3y. t:ac 
m5i de dQa an ninh chinh c:Ua IO'p nay 
bao gOm: 

- RO ri dU' ueu: KE! tan OOng c6 the 
de d.3ng ~n cAp dU' li~u (ke ca dO' li~u 
ngu'Oi dUng nhu' m~t khau cil nhan) 
~ng cilch phat hren cilc 10 hOng c:Ua 
djch v1,1 h~c lr'ng d1,1ng. 

- Ti!n OOng DoS: Ke tan OOng c6 
the pha hUy slf khtl d1,1ng cUa ltng 
d1,1ng hay_djch V1,J. 

- ChEm ma dQc: Ke tan cOng c6 
the tili ma dQc len ph!m mem U'ng 
dt,mg, khai thac cilc 10 hOng du'Q'c 
blet d€n. 

AN NINH TRONG loT: 
MO HINH BAO M~T CIA 

An ninh trong loT thu'Ong bj b6 
quen h~c khOng du'~c quan tam bOi 
cilc nh.3 san xuat loT. MQt vf:li thl€t bj 
hO tn;t !lao m~t thu'Ong siJ d1,1ng cilc 
gi.31 phap phan mem nhu' firmware 
signing. Tuy nhien, sl,f ~P trung chU 
y vao cilc chu'O'ng trinh !lao ve phan 
mem thu'Ong bO quen phan cU'ng, 
cho phep de kieu tan cOng m6'i. 



Trang phiin nay, chUng ta se thilo 

lu~n ve mO hinh bao m~t CIA v.3 c.3c 

chfnh s.3ch an ninh cho IoT. 

CIA 1.3 mQt mO hinh d~c bi~t cho 

st! philt triE!n cUa cilc cd ch€ an ninh, 

thl/c hi~n bao m~t tren 3 llnh vl,(c 

chfnh 1.3: b.3o m~t dO' li~u, tfnh to.3n 

ven va tfnh kha dl,mg. 

sao m~t dO' li~u 1.3 kha nang cung 

c§'p slj tin b.tOng cho ngu'Oi dUng ve 

slj ri€ng tu' cUa c.3c th6ng tin nhqy 

cam bang each sU d1,1ng cilc cd ch€ 

kh.3c nhau khi€n cho vi~c rO ri bj 

ngan ch~n va chi cO thf du'qc truy 

c~p b01 ngu'01 dUng. Tinh b.3o m~t dO' 

li~u thu'Ong du'Q'c hO trQ' qua cilc cd 

che kh.3c nhau nhu' ma hOa dfr li~u 

ho~c di€u khi€n truy nh~p. 

Tinh toan v~n dO' li~u ae c~p den 

vi~c baa v~ thOng tin tnJOc tQi ph9m 

mqng ho~c Sl/ can thi~p hi ben ngo.3i 

trong qua trinh truyen dfJ li~u thOng 

qua mQt s5 phu'dng ph.3p ph6 bien, 

nhu' thu~t to.3n to.3n v~n dO' li~u hay 

ngan nglr'a slj thay deii dtr' li~u. 

Tfnh khil d1,mg cUa dO' li~u dilm 

bilo vi~c truy c~p thOng tin khOng 

chi trong c.3c dieu ki~n blnh thu'Ong 

m.3 cOn trong nhCr'ng diE!u ki~n d~c 

bi~t nhu' khi xay ra cac cuQc til'n 

cOng tlt chOi djch VI,J Do$. C.3c cd 

che ph6 bien b.3o v~ tfnh kha d1,1ng 

1.3: tu'Ong IU'a, h~ thOng ph.3t hi~n 

xam nh~p (IDS). 

Tili li~u tham khiio 

YEU cAU flOI VOO GI.iu 
PHAP BAO M~T TRONG loT 

Thea mO hinh an ninh CIA, giai 

ph.3p baa m~t phai du'Q'c philt trie'n 0 

cac lOp kh.3c nhau. Chfnh silch baa 

m~t trong mOi lOp cUa loT phili xem 

x€t c.3c van d€ Cd ban sau: 

S.3o m~t phiin cling: SU' d1,1ng bQ 

xU IY ma h6a ho~c cOng ngh~ chOng 

giil mqo (nhu' b.3o v~ chip ho~c bQ 

nhO, tlj hUy v.v ... ). 

H~ thOng di€u khie'n truy c~p va 

xac thljc: Ngan ch~n truy c~p cac nUt 

cam bien ho~c U'ng di,Jng w nhG'ng 

ngu'O'i dUng tr.3i ph€p. 

Cd che m.3 hOa dO' li~u: Du'Q'c 

dilm b.3o bOi cac thu~t toan ma h6a 

dOi xU'ng va bat d6i xU'ng, du'r;:tc sU 

d1,1ng trong su6t qua trinh truyen 

nh~n va lu'u trG' dfr lieu. 

Djnh tuyfn an to.3n: De' dam bilo 

ph.3t hi~n du'O'ng di chfnh xilc, cUng 

nhu' xay dl,lng va duy tr1 dfch aen, 

ngay ca khi cac m6i de doa va cilC 
cuQc tan cOng mqng xay ra. 

Dilnh giil rUi ro: De' khilm ph.3 

nhfrng m6i de doa h~ thOng mOi, 
ngan nglta cac vi phqm an ninh va 

xac djnh chien lu'qc an ninh. 

H~ thOng philt hi~n x.§m nh~p 

IDS: Philt hi~n cilc x.3m nh~p trili 

ph€p vilo h~ thOng. N6 cOng hG'u fch 

trong vi~c philt hi~n va ngan nglia 
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cac cuQc tan cOng DDoS. 

Giili philp chOng phan mem dQc 

h9i: Philt hi~ va ngan ch~n c~p nh~t 

ma dQc hqi vao firmware ho~c vao 

djch VI,J viJ U'ng d1,1ng ella thi€t bj. 

Tu'Ong l~"a: Ng<1n ch~n cilc mily 

chU trili ph€p. 

H~ thOng quan IY dQ tin d~y: oam 

bEla cilc m1,1c ti€u an ninh du'Q'c thl,(c 

hi~n v.3 cilc gi,3i philp baa m~t du'Q'C 

trie'n khai thimh cOng. can aam baa 

slj tin c~y trong m6i quan h~ giG'a 

cilc thi€t bj loT ho~c giG'a cilc thift bj 

n.3y vOi ngu'Oi dUng. 

M9ng v9n v~t loT 1.3 mQt cOng 

ngh~ ti€n ti€n mang l9i nhreu ti~n fch 

cho con ngu'Oi. NhO c6 loT, chUng ta 
cO the' areu khie'n v.3 giilm silt cilc dO 

g'1a dvng tU xa (C6ng ngh~ nh.3 

thOng minh), du'r;:tc cham sOc slr'c 

kh6e thOng minh (Smart Healthcare) 

vii nhi€u IQi fch khilc nD'a. sen G:Jnh 

nhG'ng diE!u tuy~ vOi mil loT dem l9i, 

m9ng vqn v~t cUng d~t ra nhG'ng 

thilch thtic an ninh mOi do dfu trUe 

linh dQng, d@ b! tan cOng, thi€u 

nguOn nang h.tQ'ng va thi€u khil nang 

tfnh toiln t<;Ji cilc thift b! trong 

m<;~ng ... oay se 1.3 van de trqng tam 

can gi.3i quyet cUa cilc nhil siln xuat 

cQng nhu' cilc nh.3 nghi€n cU'u loT 

trong nhCr'ng nam tOi.·:· 
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